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Preface

Asthe Internet grows, it begins to have an impact not just on the way we use our computers,
but onthe way welive our livestoo. The effects of mass communication are already apparent
in the way we inhabit the “global village’, but these are just the beginnings of a massive
socia and cultural change. We are moving towards an information society.

This module looks at how the Internet has already changed the world for amost everone in
it. It examines the benefits, problems, and moral dilemmas that the Internet has presented,
and looks to a future where the Internet will be even more ubiquitous and influential.
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Chapter 1. Education and Research

One of the earliest visions of networked, hyperlinked information was based around the
concept of alibrary, designed for education and research (Bush 1945). Thisrole hasbeen in
the forefront of the development of the Internet for most of its history, only recently being
superceded by commerce as its major driving force. So how can the Internet help us learn?

Higher Education

 self-directed learning
 content delivery - web-based notes and lectures
« content negotiation - online seminars, tutorials and feedback

In higher education, the emphasisfor learning is providing self-motivated students the means
for self-directed learning, as well as providing learning content in the form of lectures or
notes. The Internet can facilitate each of these areas, both for face-to-face learners and over
long distances.

Delivering learning content effectively

» Online course notes allow easy access to course content
e “Taking notes’ becomes “making annotations’

The process of learning, whether onlineor in atraditional, face-to-face environment, involves
two basic operations. The first, content delivery, concerns the effective dissemination of
knowledge, in the form of lecture notes, reading materials and other information. The
content may be verbal (lectures), textual (books, handouts, web pages) or multimedia (audio
cassettes, CDs, DVDs, podcasts, streamed media), but is primarily a one-way transfer of
knowledge from the tutor to the student.

Content delivery is often now achieved by electronic means. The Open University pioneered
the use of audio cassettes and broadcast television to transmit knowledge, but it and many
other institutions are now moving to web-based delivery, providing notes, audio clips and
streamed video across the Internet. This allows easy and flexible access to the materials,
when and where the student wishes, encouraging self-paced learning.

Computer-based notes can also help with note-taking. Adding annotations to existing copy,
or being able to copy and paste sections of the notes or quotes from the text allows more
accurate annotation. Where multiple online materials are available, methods of knowledge
assembly (assembling ideas and facts from a variety of sources) can create a broad picture
of asubject, akey skill in learning.




Negotiating content online

Negotiating content online

» Feedback is necessary to ensure effective learning
Student-to-tutor email, mailing lists and web forums
» Chat rooms, Instant messengers, Facebook
Videoconferencing?

In additon to delivering the knowledge, there needs to be some content negotiation as part
of the learning process. This involves the student using the knowledge gained in controlled
situations, such as seminars, feedback exercises and tutorials. The important part of this
process isthat the student modifies their view of the information gained with the help of the
tutor (or their peers). This tweaking of knowledge is important to both develop and affirm
that the the topic has been properly understood.

In computer mediated learning, there are several ways in which this content negotiation can
be achieved. Most simply, exercises may be completed online, either being submitted to the
tutor to be hand marked, or in some cases being marked by computer, the latter often giving
immediate feedback.

For more complex learning tasks, a human element is more vital. Seminars and tutor
groups can be facilitated using chat rooms, MUDSMOQs, Instant Messenger applications,
or ideally, videoconferencing.

A case study in this last method can be seen in the RelaTe project [http://pallas.ex.ac.uk/
pallag/relatef] (rather old, but still relevant).

Self-directed learning tools

e.g. Blackboard, WebCT and Moodle

» Designed for distance-learners

» Commonly used to facilitate all types of learning

* Research needs to be done to evaluate effectiveness

As Internet technologies have developed, most have been adapted in some way for
educational use, with varying degrees of success. The most obvious use is content delivery
over the web, but with more interactive technol ogies there are more interesting possibilities.

There are now a number of learning environments which allow greater interaction with the
content, giving a degree of content negotiation even for virtual participants. The University
uses WebCT as its Virtual Learning Environment (or VLE), but others are widely used
including Blackboard, Moodle and Bodington.
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Resource-based Learning

The main advantages of using VLEs rather than traditional content delivery mechanismsare
the level of monitoring of student progress (typically, the tutor can track each student asthey
view the material and gather statistics about accesstimes and durations), and the possibilities
for testing and feedback, which again can be monitored easily.

VLEsareevolving still, and thereis still some debate asto their effectiveness. Sometheorists
believe that the VLE is only suited to certain types of tasks, and many fed that the design
of current VLES needs significant improvement before we reach the optimum for effective
learning across awide range of students. Often, the user interface can be restrictive towards
some learners, limiting their effectivenessin the learning process.

Resource-based Learning

 Learning through examining evidence - online or off

Limited by what is available

Could the Internet be the ultimate library of all knowledge?

» How can we judge the authority, reliability and accuracy of information?

To some extent, higher education has always placed a high value on learning resources such
as books, journals and even audio and video. However, the expansion of the web has made
availablealibrary beyond the dreams of any University librarian, having both broad coverage
and detailed depth. However, it is not without it's problems, and judging the usefulness or
authority of a resource found on the Internet can be a difficult process, especially for the
novice.

Digitising resources for preservation

» preservesrare or delicate resourcesin digital format
* provides wider, more flexible access to key resources
 needs arigorous approach to give accurate preservation

As the demand for online resources grows, we need to think about how this information is
stored and delivered. Storing data in formats that are inappropriate may limit its usefulness
or accessibility. Formats that only work on one platform (one type of computer, eg PC
or Macintosh) may prevent many people from seeing that data. Similarly, many current
formats are proprietary, working only with one software devel oper's products, and with little
documentation on how they are structured available in the public domain, which means that
infuture yearsthe datamay beirretreivable without resorting to preserving the exact software
and hardware combination needed to run the original application. Many formats can only
store certain types of data, and will lose information if used for other purposes. There are
many pitfalls to preserving data and making it accessible to al users.




Digitising resources for preservation

Oneway around these pitfallsisto use a standards-based format for archiving data. Markup

languages such as HTML are defined extensively and precisely in their own standards
documents (for HTML, these are produced by the World Wide Web Consortium, the W3C
[http:/Mmww.w3.0rg/]). Some of these languages are produced for a specific task, to archive
a specific document type; an example is the Text Encoding Initiative (TEI) [http://www.tei-
c.org/] which provides markup tags specifically for preserving humanities texts, such as
manuscripts, novels, plays and poetry. These languages often preserve the minutest details
of the original, such as notes on the typography and binding, on any handwritten notesin a
manuscript, or on any damage to the original copy.

Here the intention is to preserve and disseminate a detailed description of the document
original, so that anyone around the world can study that document without travelling to the
document's physical location, and perhaps more importantly, without handling what may be
avaluable and fragile original (Hollingham 2004).

There are growing archives of material on the net. For example, Project Gutenberg [http:/
www.gutenberg.org/] contains simple text files of ahuge range of novels and other books. A
more standardised and rigorous project isthe Oxford Text Archive [http://ota.ahds.ac.uk/], a
preservation project using TEI, XML and other SGML languages.

Preservation by Digital Surrogate

* increases access to otherwise inaccessible resources
 prevents damage to fragile originals from continual handling

With some resources, the best way to produce adigital copy isto photograph the manuscript,
and allow the web-reader to page through the graphics so produced. Examples of thistype of
digital edition include Caxton's edition of Chaucer's Canterbury Tales. Here, the significance
of the manuscript is as much the look of the pages as the textua content, as this was one of
thefirst printed booksin English.

Producing this edition of a very valuable and fragile manuscript allows many more people
to accessiit, both from the scholarly community and from the wider public.

Photography alone does not, however, produce asearchable version of texts, so further efforts
must be made to transcribe the contents into an accessible and searchable form. Common
formatsfor thisinclude TEI, aform of XML markup specifically designed to capture original
features of manuscripts and printed material.

Providing public access to public works

« culturally significant material can be made publicly available
* may be restricted to out-of-copyright material
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Creating electronic documents

This access is particularly important for publicly-owned works, where there is a significant
investment on the part of the state to preserve or restore a work. A great deal of research
funding is tied now to creating accessible resources of items held in otherwise inacessible
libraries and archives.

There are till problems with resource discovery - often, these digital resources are held on
institutional serversand are not widely publicised. There are afew relatively comprehensive
catalogues around, such asthe AHDS Cross-Collection Search [http://ahds.ac.uk/collections/
index.htm] and the Intute [http://www.intute.ac.uk/] catalogue.

There are, of course, often problems with copyright for many resources, and this leads to a
strong biasin available resources to those that are out of copyright. Often, the most accurate
textsor up to dateresearch isignored, because only an original that is decadesold isavailable
for digitisation.

Creating electronic documents

» Writing compatible documents
* use open formats written in an open metalanguage
 use encoding standards (e.g. TEl, HTML/XHTML, DocBook)

There are aso other markup languages designed for creating documents rather than
preserving printed copy. The notes you are reading were created originally in a home-
grown SGML-based markup language, and converted to web or printed form. Once a
suitable standard document type became available, they were easily converted, and are now
created in a modern, standardised, XML-based markup language, called DocBook [http://
www.docbook.org/].

SGML, Standard Generalized Markup Language, is what's known as a metalanguage , it's
used to define other markup languages. Both TEI and HTML are defined using SGML,
as are many other types of document. Because the language (whether HTML, TEI or any
other) is defined using a common metal anguage, and is defined precisely and completely by
the metalanguage, it's much easier to write software to edit and convert documents in that
language.

Unfortunately, SGML israther unwieldy; it'sdifficult to learn and has abewildering array of
features unnecessary for most applications. A “cut-down” version, called XML or Extensible
Markup Language, is now becoming widely used--even in products such as Microsoft Office.
XML is aso making an appearance on the web, initally with the “XML-isation” of HTML
into XHTML, and eventually with fully-fledged XML documents being made available.

The important idea here is the standardisation of documents and document definitions.
Without standards, the web falls apart, since the clients used to access the data must speak
the same language as the servers that store them. An example of thisis HTML, where the
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The social life of documents

incompatibilities caused by browser designers building in “enhanced features’ occasionally
means that pages created for one browser cannot be viewed with others.

The social life of documents

» Standardisation can give information a better social life

* easy to search and extract information (data mining)

 easy to convert to new formats, house styles, corporate identities
» Metadata can help documents find friends...

Use of standards also alows documents a greater “social life” -- they are accepted and
converted in more situations than a single proprietary-format document could be (Seely
Brown and Duguid 1996, 2000). Search engines could not operate if documents did not
adhere to the HTML standard (however loosely), as they just wouldn't know how to read
the documents. And standard additions to the HTML language such as Dublin Core or RDF
allow search engines to “data mine” your documents more effectively. These additions add
metadata (i.e. data about the document) which can be used by search engines and indexers
to categorise the information that the document contains.

Search and retrieval of information is now such an important issue that many businesses
and organisations are storing al of their internal documents as SGML or XML to aid
searches, to allow easy conversions, to prevent information being inaccessible when software
is upgraded, and above all to create logically structured and easily written material from the
start. Documentsthat are born digital and written in astandard format are easier to convert to
each new corporate style, asthe presentation can be overlaid onto the document when needed.

Aswe move deeper into the information age, managing information will become critical. We
are producing more information than we have ever done before, and the important question
for researchersisnot “How do | find information?’ but “How do | filter out all the unneeded
information?’

Other Research Perspectives

Web began as a research application
» Originally designed to freely share information

» Commerce models have imposed new expectations on web

New potential with Grid Computing, etc.

The Internet was created as a research network, enabling scientists to share their latest
research expediently and allowing swift responses to proposals and drafts of articles and




Has the Internet helped or hindered research?

papers. The World Wide Web was conceived to extend this, providing a ssimple universal
language with which to present ideas and link them together (Berners-Lee 1999). Now that
the Web has grown beyond all recognition, moving towards amore commerce-driven model,
that spirit of sharing may be being lost.

One up-and-coming group of technol ogies which has restored this co-operative ethosis Grid
Computing, which has elements of data and processor sharing, and encompasses synchroous
communication technologies including videoconferencing. For more details, see the Grid
Support Service [ http://www.grid-support.ac.uk/] and the Access Grid Support Centre[ http://
Www.agsc.ja.net/].

Has the Internet helped or hindered research?

* Information overload or access to unprecedented amount of data?
* Better research, or more research of poorer quality?

* Isit possible to increase resource quality and quantity?

The Internet provides more information at the push of a button than has ever been available
before. Has this revolutionised research, or has it merely caused information overload? The
wide range of information available, and the variable reliability of what's actually there, has
caused concern.

Collaboration is important to effective research, and the Internet has to some extent
revolutionised the way joint research projects are conducted. Email allows results and draft
reports to be communicated quickly and easily. Audio- and video-conferencing can also be
used to hold meetings and discussions.

How are technologies affecting scholarship?

e Text analysis and authorship studies
» Broader comparison of results
» Immediate access to new research

* The Web as the subject of study?

The textua database has created a new relationship between scholar and text; the scholar
can discover relationships and gather statistics without “knowing” the text as would have
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The Internet in Schools

been the traditional method. In the past, relationships within and between texts could only be
discerned through continual reading and rereading of texts and the recall of previously read
texts. Now, with fast search and retrieval capabilities of database management systems, links
between texts can be discovered without even reading them through.

The Internet adds another dimension to this new relationship. The availability of textsonline
increases the scholar's scope and allows more diverse relationships to be discovered. The
scholar has access to awider range of texts from avariety of sources, not just from libraries
that are geographically accessible to them. Often, rare and difficult to find texts are made
available, some so rare that most scholars would have no chance to experience or consult
them otherwise.

And in a sense, the World Wide Web is an increasingly more extensive textual database, of
language material both academic and colloquial. Thisforms aresource particularly valuable
to linguistsand cultural investigators, but can a so provide material in many other disciplines,
especially in showing how our society is influenced by factors under study.

The Internet In Schools

should Internet skills be part of the core curriculum?

» how can the Internet be used effectively in existing subjects?

« can schools keep up to date with rapidly advancing technology?
does the Internet distract or enhance teaching of core subjects?
* how do we make the Internet safe for children to use?

The Internet is seen as a mixed blessing by many schools. On the one hand, it provides
access to almost limitless resources, but on the other, it stores much that may be considered
undesirable or dangerous for children to view.

How will schools use the Internet to enhance
their teaching?

» Computers will become ubiquitous in the classroom
e They will be Internet-connected
e They will usually be used to support all learning types and subjects

Many schools are already connected to the Internet, and within afew years, most UK schools
should have access to the resources of the web. In the US; it's now common to haveaPC in
each classroom, available for students to use for researching projects.




Will schools be able to keep up with rapidly advancing technology?

Internet resources are already widely used to supplement traditional learning resources, and
thisusewill grow aswe devel op more effective methods for safe access, and asweb resources

grow in quality and quantity.

Will schools be able to keep up with rapidly
advancing technology?

* |stechnology essential where budgets are already stretched?
 |sit more important than other core areas (text books, sports equipment, etc.)?
» Teacher training is needed to stay up to date

Financial and human resources are a constant problem for school s, and technology can make
excessive demands on both. Running a computer network, monitoring Internet connections
and maintaining levels of security take considerabletime, and usually need afull-time system
administrator. Teachers, in many cases already overworked, are required to learn new skills.
And, of course, the technology rapidly goes out of date, so that the shiny new computer lab
installed two years ago now looks outdated and in need of more investment.

Is the Internet just a distraction from the teaching of core
skills?

» Should education concentrate on core skills more than ICT?
e |SICT now acore skill?
 Learning about technology can be afun activity

It is often claimed that the Internet, and computers in general, are taught to the detriment
of core skills such as reading and writing, that computers distract us from getting the
basic bedrock of education correct. It's perhaps too early to tell whether this is the case,
though many small-scale studies have taken place aready. These mostly indicate that using
computers can significantly improve career prospectslater inlife, and can provide an interest
to students who are struggling with more traditional core learning tasks.

Should Internet “research” be encouraged?

The copy/paste culture

Plagiarism detection methods

Google and its effect on our memory
Towards intelligent knowledge assembly




Should we limit access to certain areas of the web?

Should we limit access to certain areas of the
web?

» The Internet is a dangerous place -should we restrict children's accessto it?
e Localy mirrored “safe sites” copied to school network
e “Walled gardens’ restrict access to known “ safe sites’
o Content filtering used to block “unsafe sites’ or content

 Discuss the problems inherent in these approaches

The National Grid for Learning [http://www.ngfl.gov.uk/] has some guidelines [http://
safety.ngfl.gov.uk/] for the “safe use of computers and the Internet”. There are several ways
of limiting access to parts of the Internet. Firstly, we can use alocal mirror to provide access
toavery limited subset of the 'net: acopy of the required websiteis made on alocal computer,
and accessisrestricted to this computer. Secondly, we can use what have come to be known
as"“ walled gardens ", where access is restricted only to certain websites, which have been
vetted for appropriate content. Thirdly, we can use a content filter, often incorporated into
afirewall, to analyse incoming information for inappropriate words and phrases, blocking
them or their site of origin if necessary. None of these ideas are totally acceptable; the first
two limit the student's freedom to follow up hyperlinks external to the selected material, and

the last often filters much that is inoffensive or innocent.

See aso the BBC's guidance [http://www.bbc.co.uk/schools/hel p/safety.shtml] on Internet

safety in schools.
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Chapter 2. The Virtual Marketplace

For some introductory reading on the types of online business and some of the issues
surrounding them, see [4]. A more comprehensive treatment of the practical aspects of e-
commerce can befoundin[59], especialy Chapter 9. For afull synthesisthrough the window
of economic theory, see [29], and for awider look at the social and legal issues surrounding
e-commerce, look at [7].

Trends in the Digital Economy

What happens when an economy goes digital ?

* How have businesses adapted to the new economy?
What new business possibilities have arisen online?
What about non-monetary economies?

What problems have emerged from digital economies?

Information becomes a commodity

» Commodities are entities that have intrinsic value.
* Information often has this property, especially when in digital form.
* In particular, personal and customer information has high value.

Information exchange is vital

* Inthe business-to-business realm, good data exchange is essential
» May involve stock availability, document exchange, financial data
» Money transfers often completely virtual

Markets become global

» The concept of business “ space” replaces physical “place”
e Everyonein virtual space has accessto the global virtual market
 Niche markets become viable as their reach extends globally

11



Disintermediation and cybermediaries

Inwhat has become known asthe“Long Tail” [2], many businessesare now ableto specialise
to a degree previously unknown and uneconomic; the Internet provides access to a market
so wide that any interest, no matter how unusual, is marketable to.

Disintermediation and cybermediaries

* Internet allows direct dialogue with manufacturers
 Traditional intermediaries must therefore evolve

e Cybermediaries enable small businesses to access large markets

As information exchange to and from their customers becomes more vital to the design
and production process, manufacturers are taking advantage of this contact to remove
the intermediaries such as traditiona retailers and other middiemen, and are able to deal
with their consumers directly. This disintermediation process gives them a significant cost
advantage over more traditional models involving wholesale and retail sectors.

Asthisbeginsto happen, theintemediaries must evolveto offer some* added value” over the
manufacturer, in order to keep competing in the virtual marketplace. One common strategy
hereinvolvesthe " one-stop” store offering alarge range of goods from many manufacturers,
adding value through convenience (e.g. dabs.com, tesco.com).

Another, the service-based model, adds information, consumer reviews, forums and
improved customer service keep the interest of the customer (e.g. amazon.com,
expansys.co.uk).

And most interestingly, there is the trust-based model, where the manufacturers/sellers
are able to sdll through a trusted intermediary (often known as a cybermediary), giving
the customer confidence in an otherwise unknown brand (e.g. Amazon Marketplace,
abebooks.co.uk).

12



Ebay - the Ultimate Cybermediary?

Ebay - the Ultimate Cybermediary?

Trd

* Individual accessto aglobal market

» Seller pays to advertise and proportion of sale price

o Seller provides customer service

» Feedback mechanism provides trust

» Global reach means that almost anything will attract buyers

One of the most important successes in Internet business in recent yearsis eBay, the online
auction site. The idea behind eBay is that it acts as a global auction house, allowing you to
sdll your goods to avery wide audience for relatively little cost.

The eBay business model gives the company a measure of immunity from the problems that
many online businessesface. eBay acts as acybermediary, which provides amedium through
which others transact, isolating the company from problems such as providing customer
service for individual transactions, and dealing with poor payers. In effect, they act merely
as an advertiser and mediator for each transaction.

Perhapsthe most revolutionary part of eBay'sbusinessmaodel isthe highly transparent system
of reputation generated by buyers and sellers giving feedback on transactions. In a global
marketplace, it'sdifficult to know who istrustworthy, so the feedback system givesameasure
of virtual trust. Although the system isn't perfect, it isdifficult enough to subvert, and policed
well enough by eBay itself, that most transactions are safe and reliable.

In some ways, the feedback system emulates the reputation of atraditional business which,
by word of mouth in a geographical locality, can generate trust within a neighbourhood.

Whilst eBay began aiming its auctions at low-value items, its biggest market is now in
more substantial transactions, notably motor cars. It has also encouraged growth in business-
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Evolution of E-commerce

to-consumer markets, inviting large companies to offer goods and services through its
marketplace.

For alook at bidder behaviour on eBay, see [67].

Evolution of E-commerce

A typical “traditional” retail business will go through a number of stages in the process of
entering the e-commerce market:

Initial resistance

* many companies resisted the coming of e-commerce for aslong as possible
* lack of secure transaction methods deterred early adoption

Reluctant first steps

 Static web information (e.g. catalogues or advertising brochures)
» Email enquiries
e Email ordering (note security risks)

The first step was usually to place catalogues or other information on the web, usualy
converted from paper-based materials. This was seen as aform of advertising, but failed as
it was too static.

The next step was to allow ordering by email--primitive but useful, though not without its
problems. Sending private information (such as credit card details) viaemail isawaysrisky,
asit isan unsecured medium.

Buying and selling online

 providing an online ordering system
 processing orders automatically
« alowing customersto check orders and accounts online

14



Enhancing the online shopping experience

Enhancing the online shopping experience

 providing dynamic information about stock availability
« allowing customersto publicly review products and services

* using browsing and purchasing statistics to make recommendations

This phaseis often referred to as the “Web 2.0” phase, where the consumer is less a passive
buyer and more an active player in a shopping game - providing feedback and reviews that
are used to create a rich shopping environment.

This has been most successful with large online stores such as Amazon, where the volume
of customers for each product means that there is a greater likelihood of someone writing a
review. Of course, there'salso the kudos of providing the best reviews, which almost becomes
agift culture (the section called “ Something for Nothing? Gift Economies”./>

Buying and selling information-based products

 fully digital -- the buyer downloads the item without the need for any physical
delivery

« thebuyer purchasestheright to download and use theinformation -- buying alicense
rather than a product.

e payment isusually also fully digital

» no physical product means no delivery, no delay, no production overheads, etc.

» examples: software, music, eBooks, etc.

Virtual Products and New Economies

e Virtua “products’ mean low per-item costs

e Examples include music, software, services, access to information, virtual
entertainment, etc.

» Online gambling has proved particularly successful
e Copyright problems, led to DRM technologies to restrict use
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iTunes and the Virtua Product

ITunes and the Virtual Product

» DRM restrictions - a compromise

» Magjor media companies signed up

Captive marketplace of iPod buyers

Bundled with de facto standard media player software

There were severa false-starts by companies trying to sell digital music online. Most
famously, Napster fell foul of the Recording Industry Association of America, and wasclosed
down overnight, even though its business model was sound.

It needed a company with some weight and authority to take the lead and overcome the
paranoia of the music copyright holders before virtual music really took off. Apple were
able to bundle a new application with their Quicktime software which would manage music
files and ensure that copyright was not breached; this application (a form of Digital Rights
Management software) was enough to make the venture successful.

Apple's iTunes service allows you to download tunes at a fixed price, and play them an
unlimited number of times. Y ou arerestricted, however, in how many timesyou can copy that
tune from device to device, which to some extent enforces copyright. It was this compromise
that the big media companies needed in order to feel comfortable with Apple distributing
their songs.

Thereare other formsof DRM technology, which will be discussed in Chapter 4, Legal |ssues
1.
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Web Advertising

Web Advertising

Highly profitable sector for e-commerce

» Popular websites can command high prices for advertising space
Google's “ cost-per-click” model

* Vira marketing

Internet technologies have enabled new methods of advertising to dominate the Web.
Google's AdSense, for example, uses context from the page hosting the ad, coupled with
information from previously clicked ads, to place relevant advertising to the page's tartget
audience. Their revenue model is also innovative, only generating a charge when a user
clicks-through to the advertiser, ensuring that charges are based on how attractive and
relevant the advert is, rather than how popular the page might be.

Technologies such as social networks and media sites can also be employed in more subtle
forms of advertising. Viral campaigns ([61]) encourage people to pass adverts or links
to advertising media around, forming a “buzz” around the aobject, and generating greater
exposure to the advert. A recent example of this is Cadbury's “Gorilla’ campaign, which
used various social networksto spread the ad and generate discussion.

Viral marketing isoften difficult for companiesto control - onceaviral adis” out there”, then
it may be replicated, modified or subverted into something less favourable to the company.
In extreme cases, culture jamming may occur, where media advertising a brand or product
is deliberately modified to work against the original intent of the advert.

Vira techniques can also be coupled with guerilla strategies, where the subject of the
advertising isnot disclosed until thereis sufficient marketing “buzz”. Guerillatechniquesare
often risky for the company involved, asthey may just as easily create a backlash against the
company . Subverted media artefacts can be extremely persistent on the internet!

Something for Nothing? Gift Economies

» Contribution to abundant free resources on the net
* Gifts of work, information, expertise or programming
» Given to the “community” in exchange for use of the resources

One of the most unusual aspects of the web is the amount of free information that exists on
it. Often this material is valuable in terms of its reliability and expertise level, and often is
it freely given to the Internet community. This has led theorists to analyse what has become
known as Gift Economies on the Internet.
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Problems arising from the Virtual Marketplace

The most well known example of this is Wikipedia [http://www.wikipedia.org/], a
freely available, user-contributed encyclopedia. Here, the information contained in the
encylcopedia is created by interested individuals, then mediated by any number of
moderators, all of whom have equal access to change any part of the entry. This seems like
arecipe for anarchy, but most often produces a considered consensus of knowledge which
has the reliability of the collective moderators, many of whom may be experts in the field
under discussion.

Another example of a gift economy is more technical - the GNU/Linux operating system.
A replacement for Microsoft Windows, this software is again written by its users, and is
provided free to anyone who wishes to install it. With GNU/Linux, the motivation for
contributing is often the prestige of taking part, and having your name and your programming
code embedded in the final product. Linux is on the edge of the commercial and FLOSS
(Free/Libre Open Source Software) ways of creating software - some commercial companies
offer support for Linux, or repackage it with ‘'value-added' features for sale, though the core
software must always remain free and open. A good example of FLOSS development is the
Debian flavour of GNU/Linux [ht t p: / / ww. debi an. or g/ ].

There have been many studies of the organi sation and motivation of these gift economies, see
for example, [5]. A key commentator is Eric Raymond, whose paper entitled The Cathedral
and the Bazaar (Raymond, 1998) has sparked much discussion.

Problems arising from the Virtual
Marketplace

Taxation across Borders

* Internet has no real concept of nations and borders
« Difficult to track international transactions
» Whereisthe point of taxation?

The problem of jurisdiction on the Internet crops up in many discussions - it does not respect
national boundaries, and haslittle sense of “place” in many ways. Taxationisa" place-based”
entity; you are taxed based on where you live, work and shop. In the early days of the web,
this was seen as a considerable paradox.

However, it does seems that many of the fears expressed (mainly by governments facing
lost revenues) were unfounded. The processes involved in e-commerce mostly have to take
place in real locations with real companies and real money changing hands. On the whole,
governments have quickly adapted their existing taxation policies to encompass the new
markets.
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Further reading

Oneproblem that doesrecur isthe possibility of locating businessesin |ow-taxation countries,
with obvious benefits. When virtual products, such asdigital music, software or even online
casinosareinvolved, thelocation of the company isimmaterial, and can be chosen to provide
the best financial advantage.

This highlights the question of “at which location should tax be applied?’ Goods despatched
from Jersey, for example, will have no sales tax added, but may be subject to import duty;
the point of taxation moves from the company to the point of entry to the UK, which is much
harder to manage, and the tax less likely to be applied. Where virtual products are sold, the
point of taxation is even harder to determine. Some have argued for border controls on the
ISP's points of entry into the UK, but as most commercial data is encrypted, this would not
help.

Further reading

For further reading, see the First Monday section on Economics [http:/
www.firstmonday.org/subjects/economics.ntml], and especialy the recent special issue
no.3 [http://www.firstmonday.org/issues/special 10_12], on “Internet Banking, E-Money and
Internet Gift Economies’

Two topicsrelating to e-commerce arediscussed in later lectures. The problems of copyright,
patents and intellectual property are discussed in Chapter 4, Legal 1ssues 1. Aspects of secure
datatransfer, protection of privateinformation, etc., are discussed in Chapter 5, Legal Issues
2.

Discussion

» Do you use review sites or shops with reviews? How important are they in your
decision to buy?

» Have you written reviews? What were your reasons for doing so?
» Do you fedl that the iTunes DRM limitiations are a reasonable compromise?

* Isthe buying of music as a*“product” coming to an end, with the rise of streaming
services such as Spotify?
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Chapter 3. The Information Society

There is little doubt now that the advent of the Internet has caused significant change in
our society. Some theorists feel that we are undergoing a culture-shift as pronounced as the
Industrial Revolution, with similar consequences for the way we live and work.

Social theory and the Internet

 |stheinternet acatalyst for socia or cultural revolution?
» Will cyberspace change the way society works?
» Will it affect the way we interact within society?

Before we look at some of the individua areas where cyberspace has begun to change
our society, we will need to examine how the social theorists have analysed the impact of
computers and computer-mediated communication technologies. Our society is constantly
being observed and deconstructed by these theorists, and many have concluded that we are
undergoing a major cultural revolution from a primarily industrial society towards a more
information-centred one.

There is still much debate as to the magnitude of this revolution. Some see it as an
evolutionary stage in our progressing society, just the next step in along chain of advances.
Some, however, consider our move to the information society as a radically new form
of existence, which is quite unlike any other form of society. Cyberspace, the enabling
technology for the information society, has the power to transform it in the same way that
steam power and mechanisation transformed society in the Industrial revolution (Graham
1999).

21



Post-industrial Societies

Post-industrial Societies

Daniel Bell (1919-)

e Daniel Bell's post-industrial or information society
» move from manufacturing to service-oriented industries
 predominance of science and technology industries
* power moves towards technocratic elites

The first comprehensive critique of the changes brought about by the computerisation of
society was proposed by Daniel Bell, in his book, The Coming of Post-Industrial Society
(1973). Here, he suggested that we are moving into anew phase of society, wherethe primary
industries are service-based, the most marked growth being in information analysis and
processing. At atime when the computer was still restricted to large company or government
installations, he foresaw that information transfer would be central to this new order, and
hence predicted the need for the Internet.

The reasoning behind this came from the decline in traditional manufacturing and raw
materials processing; mining, steelmaking and motor manufacturing were all giving way to
banking, retailing and fast-food.

Bell sees this as a symptom of a change towards a more scientifically led society, that
places knowledge as the instrument of power. Industries that advance this knowledge or
redistribute it are held in high regard. Perhaps the most obvious example of thisin today's
society is Google [http://www.google.com/], which has now become one of the most well-
known brands across the globe.

Though Bell had little evidencefor thetrends hewas predicting at the time, subsequent events
have to some extent confirmed his analysis, and other theories which have built upon his
work have shown it to be useful.
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Network Societies and Flows

Network Societies and Flows

Manuel Castells (1942-)

e Manuel Castells Network Saciety
* informational mode of development
« flows of information/power and network enterprises
* timeless (accelerated) time and distancel ess space
 breakdown of collective identities (nations, ethnic groups) - the cultural turn

Taking Bell's ideas further, the sociologist Manuel Castells has detailed a view of the
information society (which he calls the “Network Society”) from statistics and trends
gathered from around the world. His trilogy, The Information Age, outlines several themes.

Most importantly, Castells agrees with other theorists that the centre of the new society
is the industry of gathering, processing and interpreting information. He suggest that this
informational mode of development, the advancement of society through knowledge and
information, is next evolutionary step for society.

He also looks at how power is invested in information, and how the flow of information
creates many of the poser structures on which today's society is based.

Theinformational society has other implications, such as the breakdown of our conventional
notions of time and space, and the gradual disappearance of collective identity,as we all
become part of the global society.

Work in the Information Society

« Information industries mean greater education requirements
» Technology used to augment the traditional workplace
» Knowledge workers need no physical workplace
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Remote working

The economiesof the Western world seem to be moving fromindustry to information. Rather
than buying and selling products, the currency is information, in the form of customer data
(emails, addresses, buying preferences), intellectual and creative property (patents, ideas,
digital images, etc.) and other data. The skills required for the workforce of this economy
are knowledge-based, in such areas as education, training, computer literacy, programming
skills, legal skills and so on.

These skills are not tied to physical location and their productivity can be transmitted across
the world, so that companies can now operate easily in a global market, without reference
to their local conditions.

Examples of this knowledge-based globalisation are abundant. The current trend for
relocating call-centresinto Indiaisonly thelatest part of theindustry to makeamovetowards
a global workforce; the legal industry has for some years outsourced the writing of many
legal documentsto places where there are well-educated empl oyees with fewer expectations
on employment conditions or pay, such as India.

(Castells 1996, ch.2), (Castells 2001, ch.3)

Remote working

teleworking used to create more flexible working patterns

« teleworking used to provide more employment opportunities

» Reducestravel needs, and hence reduces pollution and congestion
* Reduces social aspects of work - interaction with colleagues, etc.?
» Working communities - real and virtual

The mass availability of computing and communication equipment has often led to
comments about the changing nature of work, and in particular the move from the traditional
workplace into the home. Though there has been a steady trend, the extent of home-working
and telecommuting has not been as great as was expected. There may be many reasons for
this, such as the reluctance to give up the social aspects of work; the benefits associated
with using a different environment for work to that for other activities, and the difficulties
associated with the technol ogies themselves.

In the nineties, teleworking was promoted as a viable alternative to going in to the office,
despite the inadequacy of the technologies. During that time, it never really took off, because
it never allowed the teleworker to feel part of the community of the office, and was aways
unreliable and difficult to set up and use.

However, now that the technol ogy has caught up, and we have usabl e videoconferencing and
text-based discussion, it's a more popular tool. Teleworking as the primary way of working
has not become as popular as many predicted, but teleworking asaway of creating flexibility
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Work, Surveillance and Privacy

in your work patterns certainly has. Many teleworkers do so only for a few days per week,
physically going in to the office for the rest of their time.

Hotdesking has become a popular idea here, where an office has generic desk areas where
anyone can work rather than specific allocated areas for each employee. Logging in to the
computer often provides a customisable desktop which givesthe worker afeeling of “place”
since they cannot personalise the office space in other ways.

Teleworking often allowsthose who could not normally work easily in an office environment
an opportunity to contribute and hold down ajob; single parents, the disabled and those living
in physically remote areas can all benefit.

As with all technologies, the aim should be to enhance communication and develop
community. There is a fine balance between alowing employees the flexibility of
teleworking, and ending up with a socially unsatisfying virtual community where everyone
hides behind their email.

For further reading, see Dyson (1997, ch.3), Castells (2001, pp.231-235), and Mitchell
(1995).

Work, Surveillance and Privacy

 Electronic communication is easy to monitor and record

» Surveillanceis now part of our culture

One of the implications of the widespread use of computer-mediated communication
technol ogiesisthe ease by which this use can be monitored and filtered (Lessig 1999, p.149).

The “Surveillance Society” is now an accepted norm; we walk past hundreds of CCTV
cameras each week. It's an easy matter to implement a very high level of surveillance with
email and web traffic. In fact, it's already specified (and even required) by our legislature
(seethe RIP Act in the section called “ Problems with Strong Cryptography”)

Equality and Human Rights

* |Internet as an equalising factor
* access to information a human right?
* Internet asatool for dissidents & propaganda
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The Digital Divide

The Internet is often cited as a divisive factor in society; that those having access are
increasingly advantaged over those having no access. | sthisthe case? Should we have aright
to access the digital domain? Why is access important?

Asour government places more of itsinformation and advice online, it will become essential
that al have accessto this. Initiatives have been launched in the past to address theimbal ance
between those who have access and those who do not (for example, the Improvement
and Devel opment Agency's e-Government paper [http://www.idea.gov.uk/idk/core/page.do?
pagel d=1074872]). Accessisparticularly problematic for ethnic minorities (language i ssues)
and the disabled (accessibility problems).

Independent eval uations of the accessibility of local and national government web sites show
serious failures. In one study, the comparison against the WAI's Web Content Accessibility
Guidelines showed:

* 60% of the sites evaluated did not reach minimum accessibility levels.

» 35% wereeither just below minimum accessibility levelsor achieved minimal accessibility
but still had serious problems.

» Only 5% achieved the UK Government’ s guideline of WAI Priority 1 Accessibility Level
whilst displaying signs of working towards Priority Level 2.

The Digital Divide

* Information-rich and information-poor
» Western companies swamping growing third-world markets

» Expensive internet access in third-world countries is often only reliable means of
communication

Access to information and communication technol ogies becomes very important when we
move into an information society. Those that have access are able to compete and sell their
knowledge services on aglobal market. Those who have no access are disadvantaged against
the global players. This separation is often termed the digital divide.

This disparity does not confine itself to the traditional division between the “first world”
and the “third world”, indeed it can be seen in almost any society, including the UK. Here,
the government has created several initiativesin the recent past, to encourage disadvantaged
communitiesto connect to online services, through the use of Internet connectionsin schools
and libraries, and through subsidising computers and braodband connections to poorer
communities.

However, the globalisation of markets is enabling more powerful companies from the
information-richer nations to flood the burgeoning knowledge-based markets in poorer
countries with cheap (often subsidised) knowledge goods such as software.
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Open Societies, Open Governments

There are some areasthat are fighting back; the use of free open-source software and recycled
computers can enable the financialy or socialy disadvantaged to compete on a more level
playing field in the knowledge market, and projects such as One Laptop Per Child [http://
laptop.media.mit.edu/fag.html] are enabling this to happen.

For recent studies, see Cendrés Guasch & Ugas (2007), Fuchs & Horak (2008)

Open Societies, Open Governments

» Access to processes of government
* Freedom of Information Act (2000)
» Transparency only for those who can understand?

Transparency in government is a common theme, for journalists and politicians, and
can significantly reduce corruption and malpractice - the threat of al discussions and
communications being accessible (to law enforcers, to ombudsmen and even to the public)
can certainly concentrate the minds of those in power. There is, though, always the danger
that if too transparent and open, alternative routes of communication will be found.

There are aso difficulties associated with the complexity of politics. To those who do not

understand how the machinery of government works, the information available to them can
see both daunting and extremely opaque.

Internet Subversion

 Enabling the publishing of subversive texts under oppressive governments
» Allowing dissidents and oppressed minorities the freedom to communicate
* Publishing freedom - a double-edged sword?

The Internet has often been used to promote personal opinion across a global audience, and
this can be used to promote human rights and freedom, by disseminating information about
oppressive governments and rights abuses.

Organisations such as the Digita Freedom Network [http://www.dfn.org/] and
Privaterra [http://www.privaterra.org/] [website currently undergoing maintenance] provide
information promoting human rights and highlighting abuses. Sites such as Index
on Censorship Online [http://www.indexonline.org/] and Amnesty International [http://
www.amnesty.org/] show the work of non-governmenta organisations (NGOs) working in
thisarea, in away that is accessible to many who are subjects of abuse.
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New Interactive Media

New I

Often, though, more informal means of disseminating information are used by those caught
in oppression or abuse. During the invasion of Irag, the view from inside the country written
by the “Iragi blogger” was carried by much of the world's media; the Zapatistas of southern
Mexico have used the freedom of the web to highlight their cause, and the anonymity of
email to organise their rebellion (Froehling 1999).

More recently, the darker side of the freedom to publish in cyberspace has been highlighted,
in the case of animal rights activistsin the United States publishing the names and addresses
of those involved in UK research labs, together with incitements to harm or injure.

Freedom of speech is hotly debated in cyberspace, and is an issue that will always prove

contentious as governments try to find ways to moderate the web without curbing this
freedom.

nteractive Media

» Web publishing and citizen journalists
 Blogs (article and photo journalism)
» Podcasts (audio and video)
» Video-on-demand (e.g. Google video)
» Mediaawareness and public participation

Recent developments such as blogs and wikis have made a real impact on political life. To
some, political blogs are just a quick way of spreading rumour; to others they get much
needed information about the political process out to the masses.

Public participation in the political process may also be enhanced, such as with the
online availability of petitions (http://petitions.pm.gov.uk/) and other less official forums
(e.g. GoPetition [http://www.gopetition.co.uk/petitions/change-the-london-2012-1ogo.html]
collected 50,000 signatures to change the London 2012 logo).

And the availability of news media, often “asit happens’, fuels our demands to have greater
and faster access. News aggregators, such as newsnow.co.uk [http://www.newsnow.co.uk]
and Google News [http://news.google.co.uk/] let us to assimilate more news stories from
differing perspectives, allowing more effective knowledge assembly of a rounded, balanced
viewpoint.

As mobile technology advances, delivery of media becomes more pervasive as the
condensing of news and views into podcasts and video downloads alows them to be
downloaded wherever you might be.
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Singularity Theory and Inhumanism

Singularity Theory and Inhumanism

Vernor Vinge (1944-)

* Internet anarchy?

* Internet asaglobal consciousness?

» Convergence to an ultimate point of evolution?
* Escape from physical reality?

What is the ultimate destination of these trends in society? There is no doubt that
technological advancement is accelerating, and that the information society is having an
effect on our perceptions of space and time, as well as the ways we interact socially and
professionally.

Some predict that the Internet will create a state of globa anarchy (Graham 1999), though
it's not always clear whether they perceive this to be a good or a bad outcome. Others see
the technological acceleration as culminating in atechnological singularity, where Artificia
Intelligence creates a conscious, non-human being, and beyond which we cannot predict or
imagine our future (Vinge 1993).

In particular, Ray Kurzweil (an inventor of digital music and speech synthesizers) has
extended Moore's Law, which observes that computing power doubles roughly every two
years, to other technologiesand linked it with hisown * Law of Accelerating Returns” (2000).
This predicts that the rate of technological change will continue increasing, producing such
massive and rapid changethat it produces asignificant changein the evolution of humankind.
His estimate of this event is around the year 2045.

Inasimilar vein, Jean Francois Lyotard has suggested that the ultimate goal of technological
advances is to free our minds from the constraints of the physical body, at which point the
human consciousnessis able to evolve freely, and can escape the ultimate destruction of the
earth (1991).

Asyou may imagine, these themes are well represented in Science Fiction aswell as Futures
studies, with prominent authors such as William Gibson (esp. Neuromancer 1984, and Mona
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Discussion

Lisa Overdrive 1988), Neal Stephenson and Vernor Vingeall predicting afuture with at least
partial escape from the body.

Discussion

 Is the internet as significant as, say, the Industrial Revolution, or Gutenberg's
invention of movable type?

» Should accessto the internet be a high priority in developing nations?

» Will the accelerating rate of progress initiate some major shift in evolution?
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Chapter 4. Legal Issues 1

Intellectual Property

» What isintellectual property?
» Patents, copyright and trade marks
» What rights do we have to own intellectual property?

The Internet has allowed ideas and information to be freely and easily communicated on an
unprecedented level. The ethos of this sharing was entirely cooperative, being primarily to
disseminate results among a scientific community, and did not allow for the ownership of
information. As the Internet has matured, it has had to come to terms with such restrictions
as copyright, patents and libel laws, though these laws and restrictions have had difficulty
in keeping up with the technol ogy.

Patents and the Digital World

 patents for processes and products, but not ideas?
e some very silly patents!
 can software be patented?

« differentiate patents from copyright ownership

Patent law is undergoing changes in an attempt to adapt it to the new digital world. In the
process, many poor decisions have been made and many bad patents have been granted.

In Europe (and in the UK), thereisafairly clear definition of what is patentable:

Patentable inventions

1. European patents shall be granted for any inventions, in all fields of
technology, provided that they are new, involve an inventive step and are
susceptible of industrial application.

2. Thefollowing in particular shall not be regarded as inventions within the
meaning of paragraph 1:

a. discoveries, scientific theories and mathematical methods;
b. aesthetic creations;

c. schemes, rulesand methodsfor performing mental acts, playing games
or doing business, and programs for computers;
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Some benchmark cases

d. presentations of information.

3. Paragraph 2 shall exclude the patentability of the subject-matter or
activitiesreferred to therein only to the extent to which a European patent
application or European patent relates to such subject-matter or activities
as such.

—EUROPEAN PATENT CONVENTION: PART Il - SUBSTANTIVE
PATENT LAW, Chapter I, Article 52 [http://www.epo.org/patents/law/
legal-texts/html/epc/2000/e/ar52.html]

Whilst this is (fairly) clear, there have been exceptions made to rule 2(c) on the basis of
software being part of a manufacturing process. The large software corporations continue to
lobby for software patents.

In the US, there is a more complicated situation, with patents being granted or denied on
a variety of criteria. For an overview of the current situation in the US, read the Patent
Law Primer [http://www.jurisdiction.com/patprim.htm] . For thelatest patent and policy news
(again US biased), there's awebsite [http://www.oreillynet.com/policy/] run by the O'Reilly
publishing group, who have interests in the Open Source ethos.

Should we allow the patenting of information and ideas? What about computer programs, or
even programming algorithms and techniques? See Ludlow (1996) and Grosche (2006)for
more details.

Some benchmark cases

the Unisys GIF/LZW agorithm

US case of amazon.com v. Barnes & Noble regarding 1-click ordering

» BT claiming patent for hypertext links (the “Hidden Page” patent)
Microsoft applying to patent XML ? Or at least their document definitions.

Unisys [http://www.unisys.com/about__unisys/lzw] GIF/LZW algorithm.

e Compression algorithm patent that was violated in many web-graphics, and by most
image-editing software

» .png format developed directly in response by the open source community

 Patent has now expired in most countries.

» For a historical overview of the case, see the League for Programming Freedom [http://
Ipf.al.mit.edu/index.html]'s page on the Unisys/CompuServe GIF Controversy [http://
|pf.ai.mit.edu/Patents/Gif/Gif.html].

amazon.com v. Barnes & Noble.
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Domain Name Piracy or Cybersguatting

» Amazon claims patent on 1-click ordering system (1999)

* Injunction granted preventing wide use of 1-click technique, but later repealed
Dispute settled out of court (2002)

» Amazon successfully defends patent in court against IPXL Holdings (2004)
Enthusiast shows prior art, forcing Amazon to narrow patent (2007)

BT'sHidden Page Patent.

» Proof of “prior art” needed to undermine BT's case

» See for example, Michelle Delio's (2002) report (Move Over, BT: He Invented Links
[http://www.wired.com/news/culture/0,1284,50398,00.html]) in Wired News.
» Should such afundamental and simple technology be patentable

Perhaps the problem here is that it is easy to “dress up” a very simple idea or process

as a highly technical programming technique, which can often get past the Patent Office
scrutineers.

Domain Name Piracy or
“Cybersquatting”

» Who owns which domain name?

 Should anyone have the right to own a particular name?
Should there be a free market in domain names?

» Application of trademark law - "passing off"

In recent years, the system of allocation of names on the Internet has given rise to a new
form of profiteering. Before many of the larger corporations became aware of the need for a
corporate website, opportunists would register their name as an Internet domain name, then
wait for the company to stir, realise that it needed the name, and then offer the name for sale
for alarge sum. Many of these opportunists did take significant amounts of money, though
the practice was aways considered dubious. Several court cases were filed against them,
but the results were variable, almost always being settled behind closed doors, well before
ajudgement was reached.

However, inonecase', acompany that had registered the names of anumber of UK businesses
as domain names was forced to relinquish those names, as their use could be regarded as
“passing-off”, i.e. the use of atrademarked name to imply that a website has a connection to
the trademark's owner. Thisisadirect violation of the Trade Marks Act 1994, which covers
use of any registered trade mark in any context. In this case, the company had speculatively
registered names such as marksandspencer.com, sainsburys.com and britishtelecom.com,

'Marks and Spencer plc and othersv. Onein aMillion Ltd., Court of Appeal, 23 July 1998.
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Copyright Law

and initially offered the names for sale to the companies concerned, but with the implication
that they would be sold to the highest bidder if each company refused to buy outright. It was
thisintention that forced the judgement against the speculators.

Today, most cases are settled out of court, and usualy within the mechanisms for
dispute resolution provided by the registrar (in the UK, this is Nominet.UK [http://
www.nominet.org.uk], who maintain an index of UK case law [http://www.nominet.org.uk/
disputes/casdlaw/index/] relating to this).

The practice of registering domain names which are underused but still attract some traffic
is called Domain Parking. Thisis common within Internet Service Providers, who register
potentially useful domains and offer them for sale, but in the meantime add revenue-
generating material to the site, to offset the cost of registration.

It'sal so common now to find registrations of domains created through common typographical
errors on well-known domains, which is sometimes known as Typosquatting (Edelman
2008). For example, atyposquatter may register the'bcc. co. uk' domain name, and place
advertising or other revenue generating material on that domain, in the hope of userstyping
'bcce'instead of 'bbc' in their browser's address bar.

Copyright Law

* How does copyright work?
e How doesit apply to online content?
» How has copyright law evolved in the digital world?

Copyright on the Web

» Who owns the information on your web page?
» Hyperlinking encourages the use of other people's material on your pages
» How can you protect your information and software?

Copyright law exists primarily to protect your investment of research, analysisor creativity as
aproducer of mediaand ideas. Anything that you yourself create can be claimed as copyright.
So when you create aweb page, all that you write as original material is yours, and can't be
used by others without your permission.

However, creating web resources often involves reusing other people's original works, and
there the boundaries become blurred. How much rewriting must you do to claim it as your
own work? What if you incorporate graphics, HTML code or scripts from other's sites?
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Hyperlinking and Reuse of Information

The hyperlink positively encourages the author to link to other people's material. HTML
also makes it possible to seamlessly incorporate outside material into web pages. Is this
appropriate?

And of course, the web is an open, accessible medium where it's easy to copy and paste
material without thinking about copyright - so how do authors protect their creations?

Hyperlinking and Reuse of Information

The

» Simple links to other's websites are generally acceptable
» Deep linking can be problematic
» Linksto information contained in another's website which bypass their homepage
and thus possibly the identity of the copyright owner.
* Framing
» Using information from other website by placing it within aframe displaying your
identity
« Test case: Shetland Times'
General rule: acknowledge your sources and don't pretend that material isyour own.

In the test case mentioned here, awebsite owner was found to be reusing the news reports of
another site, presenting them as articlesthat he had written himself. Thisis considered by the
UK courts as 'passing off', as presenting information not owned by you as your own work.

Other legislation and cases that apply here include the Copyright and Rights in Databases
Regulations (1997), which safeguards the effort invested in data gathering and encoding
for large-scale databases, particularly those made available to the public. It prohibits the
reuse of significant amounts of information contained in the database by a third party
without permission or acknowledgement. This was recently tested in the case of the British
Horseracing Board vs. William Hill.

Public Domain and Finite Copyright

“Art is making something out of nothing and selling it.”
—Frank Zappa

Copyright is, at present, of finite duration. If you claim copyright on awork, then you have
anumber of yearsto exploit that work in whatever way you see fit.

The duration varies according to the type of media and the role of the copyright holder, so
for a performer releasing a hit record, the copyright expires 50 years after the year of the
performance. But for an author writing a book, the copyright lasts 70 years after the author
dies. For afull table and necessary explanations and clarifications, see Cornish (2007).
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The Concept of the Commons

Whilst in the short and medium term, copyright is seen to be a necessary incentive to
creativity, long-term or even perpetual copyright can threaten the survival of culturally
significant works which are no longer financially viable. It's a fine balance between making
money from works and preserving them for the longer term, as recognised by the British
Library (2006). In the digital world, copyright enforcement technologies will significantly
complicate this balance.

The Concept of the Commons

» common culture, heritage and information
« the copyright-free resources we all share access to
» new works deliberately placed into the commons

Traditionally, the concept of a“commons’ relatesto land use, and we often think of common
land as having shared ownership. In fact, land, facilities or objects deemed to be part of the
commons are owned by everyone and no-one.

Think of the street outside your house. Most likely, it is maintained by thelocal council, who
take money from you to do so. However, they don't own the land in the normal sense, though
they have responsibilities towards it. Everyone has equal access to it, and can use it almost
asif it weretheir own.

In intellectual property terms, the equivalent is the creative work that has fallen (or been
placed) into the public domain. No-one can claim ownership of it, and hence cannot charge
royaltiesfor its use. Everyone should have equal access and equal right to use the work.

Eldred vs. Ashcroft

Eric Eldred (1943-)

» What should be placed into the commons?
» How long should copyright last?

In the early nineties, Eric Eldred was a hobbyist who scanned works of literature and placed
them onto hiswebsite, so that anyone could accessthem. Hetook workswhich had passed out
of copyright, and made them available for freein anew format. However, as he accumul ated
alarger and larger collection of works, he began to hit a problem. More recent works, which
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Practical Considerations

were nearing their release from copyright, were suddenly put out of reach of this cultural
service, through the extension of the copyright term. And this happened repeatedly.

Eldred began to question why this was happening, and why some works never seemed
to be released from the restrictions of copyright (Lessig 2004, Ch.13). He argued that
this extension, brought about by the 1998 Sonny Bono Copyright Term Extension Act
(CTEA), and if perpetuated would lead to indefinite copyright for certain works, and thus
was unconstitutional (violating the first amendment).

The US Supreme Court upheld the CTEA, but only after a massive lobbying effort on both
sides, by libraries and libertarian groups on one side, and by the music and film industry on
the other.

Practical Considerations

» Why hasthe Internet precipitated these problems?

The Digital Copy

 Traditional media has often had inherent deterrents to copying:
* cost
* imperfect copying methods
* inconvenience
* Digital data often has no such barriers
* it can be easy to make a perfect copy of information

Thelimitations of traditional mediahave meant that passing off acopy asan origina hasbeen
difficult to achieve and easy to detect if done on alarge scale, though generally copies have
become acceptable in quality for personal use. This has led to a concept of “fair use”, which
permits making personal backups etc., of traditional products. Certain copyrighted material
is subject to fair use when quoted, criticised or parodied, though much material (especially
new media) is not covered, though most of us have developed our own idea of fair use, as
applied to the text, music and video we use.

With digital media, we need to re-examine the fair use idea, and there have been severa
attemptsto formaliseit inthe courts, with little success. Many copyright holders still consider
any copy to be anillegal one, and some refuse to publish works digitally because of this.

These problems are similar to those inherent in protecting the copyright of software, which
has never been satisfactorily solved.
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Peer to Peer File Sharing

Peer to Peer File Sharing

 Distributed, often decentralised, many publishers
» each participant becomes a distributor on a network
» eguivalent to “home taping” but on a global scale
» P2P aso widely used to distribute legal software and media

e E.g. Channél 4's40D and BBC'siPlayer services

o F/LOSS software distribution also uses P2P to alleviate load on servers

Peer-to-peer filesharing has often been the scapegoat that has taken the blame of all the
troubles of the media industry, as they have tried to come to terms with the changes that
digital media are necessitating.

Thekey characteristic of atrue peer-to-peer systemisthe lack of acentral server or directory
for clients to attach to. Instead, data is downloaded from nearby peers who are hosting the
data, with each 'client' acting as a peer within this network, making available materia to be
downloaded themselves. So, rather than al clients downloading afile from asinglelocation,
the file could come from many possible sources, usualy consisting of thosw who have
downloaded the file previously. As a file download gains in popularity, so the number of
peers offering the file increases. The advantage is that there is no longer a need for a high-
bandwidth server to make popular files available.

The decentralised nature has other effects. Firstly, it meansthat it isharder to find files, hence
therise of directory sites such as Ananova and The Pirate Bay. Secondly, it makes it harder
to shut down the service, asthereisno single entity to prosecute. It is still possible to detect
individual peersthat are offering illegal content, but these must be pursued individually.

A Current Case: Music Publishing

e Problem: Music piracy/sharing
e MP3format - high quality, fast download
» More convenient than tapes & CDs
» Easily distributed
 Peer to peer sharing mechanisms/software
» decentralised, therefore difficult to sue
 personal, cooperative and participatory
 Video piracy/sharing is also gaining popularity using DivX & Matroskaformats (for
example)

In an attempt to curb the illegal distribution of music and video, some companies have
introduced copy-protection on CDs and DVDs. The CD protection has been particularly

38



Some Suggested Solutions

problematic, as it relies on the user not being able to read the disk in a purely digital form.
It works by introducing errors which are normally corrected by most audio CD players, but
which causethe digital copy to break or skip in computer CD players, which don't have error
correction mechanisms.

Of course, the protection was quickly broken by hackers reverse-engineering the error
correction mechanism, by using more sophisticated CD players, or in onecase, by obliterating
a section of the disk using a marker pen... within hours of a CD being released, there are
usually digital copies on the net.

Infact, thereisasubculture on the Internet now which competesto producethe earliest digital
copies of the latest films and music, generated by taking hidden video camerasinto premiere
showings, leaking material from the record companies themselves, and so on.

Companies such as Microsoft have a difficult position; they want to tap into the popularity

of digital media and encourage its use, but in such away that the powerful media companies
do not object to.

Some Suggested Solutions

» Password protection

e Digital signatures

e Encrypted downloads
 Digital Rights Management
» Micropayments

» Mediatax

 Streamed services

Password protection. A password is sent independently of the download, which is then
needed to use the media or software. Ineffective, since passwords can easily be exchanged
with the copied file.

Digital signatures. ensuring authenticity of both supplier and consumer, can be used to
prevent unauthorised playing or copying;

Encrypted downloads. attempts to copy-protect the media, preventing use without
authorisation;

Digital RightsManagement. encompassesall theseideas, usually integrated into adigital
media player;

Micropayments. A very small charge (perhaps less than 1p) is made for each view or
play, but accumulates to significant amounts if sufficiently popular. The key to thisis the
ease of making the payment.
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Code, Copyright and Law

Media tax. In some countries, a more rudimentary solution has been tried, which tries
to add a surcharge on blank media used for copying, the revenue from which is used to
compensate copyright holders. In most cases, this has been quickly abandoned, not least
because the compensation mechanism is usually too complex to work well. In addition, there
isasensethat thisapproach legitimatisesthe copying process- if the downloader ispaying the
copy-tax, then the act of downloading will seem “lessillegal” in some way. Many European
countries still use this method for “fair-use” copies for personal use only.

Streamed services. Music is streamed directly to the user's device in rea time, so no
files are saved and (in theory) the stream cannot be captured or replayed without contacting
the server. Services may be funded by subscription, atopslice of an ISP charge, or through
advertising. For example, spotify.com [http://www.spotify.com/] uses either subscription or
advertising-funded models.

Code, Copyright and Law

e restricting authorised use by means of software
» what happensif software restricts beyond “fair use”?
* If successful, this code effectively becomes the law (Lessig 1999)

Some commentators are concerned about the implementations of DRM technology that are
available, and in particular regarding the way they limit certain actions on the product which
would normally be considered “fair use”. In fact, argues Lawrence Lessig [ Code and Other
Laws of Cyberspace, 1999], theimplementations of “fair use” embedded into these products
effectively become the law, since they cannot be circumvented without contravening other
laws (such asthe US Digital Millennium Copyright Act).

Some conclusions

Are we consumers, users or owners of media? Some advocates argue that we should
move away from the traditional idea of the consumer of media, since the ability to make
perfect copies means that nothing is physically lost when media is given away. They also
argue that fair use should mean that if we buy media, we should have the right to back up
that media, and to copy it for use on any or all devices we own.

Businesses are keen to re-sell us our previous media purchase in new formats (e.g. vinyl,
cassette, CD, mp3, SA-CD, DVD-Audio, etc., etc.).

I's copying damaging the music industry? Of course, the music publishers see each
digital copy astaking away revenue from their legitimate business. But according to various
studies, thisisashaky conclusion; mediasales have remained roughly static (evenin atime of
general market depression in the US), and when interviewed, those sharing media often use
it as a'try-before-you-buy' idea, and buy as much media as before, but make more informed
choices about what they buy.
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Discussion

What does the popularity of media sharing tell us? Perhaps the sharing technologies
have shown us that we consider the price of music and video to be too high, or not good
enough value. The media companies need to reevaluate the way they create revenue, perhaps
switching more to 'value-added' products and more 'collectible’ packaging, which would
make us feel as though we have bought something valuable to us.

Discussion

 Should software be patentable?

 Should copyright be forever? Does the commons provide a safer future for media
that isimportant to us and our culture?

» Which digital media solution will win?
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Chapter 5. Legal Issues 2

Privacy and Personal Data

* Why do we need security?
» What are the basic tools for security?
» How does the law deal with privacy & security?

Introductory reading

0 Bruce Sterling's short story Maneki Neko (from A Good Old-Fashioned Future,
1998) is about a world where there is little privacy for anyone, which has both
good and bad consequences. There's also a vivid picture of a world of total
surveillance in William Gibson's (1988) novel Mona Lisa Overdrive.

I'd also recommend that you dip into Database Nation (Garfinkel 2000), which

exposes the types of fraud and accidental data release that are perpetrated by
individuals, businesses and governments.

The need for security

We don't send a letter without sealing the envel ope, so why do we send email without
securing its contents?

The Internet could be described as an information channel, where data of every kind flows.
Some of thisdatawill be valuable or sensitivein some ways, and hence needs to be protected
as it flows through the Internet's computers. So for example, it would be foolish of us to
send credit card information unprotected over the Internet, or to be able to view our medical
records over an unprotected link.

There are many ways to protect this data, mostly involving the use of cryptography, in one
form or another, though the most important tools are an understanding of the vulnerabilities
and the application of common sense. Remember that plain email and web traffic is readable
at any point on itsjourney; al that is required is a packet sniffer - software that decodes the
protocols on the network (internet, intranet, whatever).

Identity theft is one of the fastest growing crimesin the UK. Personal information, whether
retrieved from rubbish bins, overheard on amabile phone or taken from insecure transactions




Three areas of Internet security

fromtheinternet, isproving to be difficult to detect and prevent, largely because people aren't
aware how important their personal datais.

Three areas of Internet security

* Physicd
» Protecting access to your computer hardware
» Data
* Protecting access to your information
» Software
» Ensuring that local/remote software is trustworthy

Physical security. protecting your computer. Do you allow others to use your computer?
Do you alow your computer to memorise passwords to sensitive information?

Data security. protecting the data during storage and transfer. Are you sending
information in plain text (e.g. standard email)? Are you using a secure web connection (is
SSL enabled)? Are you checking your computer regularly for viruses?

Server & software security. trusting the third party. What is the company’s information
privacy policy? Are you sure the server belongs to who you think? Is the application you just
downloaded sending information about you to its vendor?

Three aspects of data protection

* Privacy

» Keeping your information private
* Integrity

» Knowing that the information has not been changed
» Authenticity

» Knowing who sent the information

Privacy. Ensuring that your data is visible only to those you have permitted. Uses
encryption to safeguard data, protecting it from being seen by unauthorised parties.

Integrity. Ensuring that data has not been modified en route. Uses encryption to enclose
datain adigital envelope, to indicate that the data has not been tampered with.




Cryptography

Authenticity. Ensuring that the sender of datais verifiable. Uses encryption to assure the
recipient of the sender's identity through the use of digital signatures.

Cryptography

 encoding messages or data using a code or cipher
* provides protection if message isintercepted
» examplesinclude secure web servers using SSL

Prevention is usually better than cure: encoding a message containing sensitive information
reduces the chance that if that message is intercepted, someone will be able to view the
information it contains.

Example: Secure Web Servers. As an example, abasic level of security and privacy is
provided by most of the commonly used browser through the use of secure servers, using
a protocol called SSL (Secure Sockets Layer). This encodes the data traffic between the
browser and the webserver, so that eavesdroppers cannot read the contents of the pages being
downloaded.

» Sensitive data (e.g. credit-card details) is encrypted by the brower before sending.

» Often used by commercial sites, but usually limited to asmall group of pages per site, due
to overheads involved in maintenance and encryption computations.

» Look for the key or padlock symbol in Internet Explorer and Firefox...

Remember that this only protects the actual information transfer; data can still be vulnerable
at either end of the encrypted transfer.

Types of Encryption 1: Symmetric

» Usesthe same key to encrypt and decrypt
» Easy to understand and implement
* Requires key exchange by some trusted method

Examples:
» Simple cyphers(e.g. a=1, b=2, etc.)

» DES (Data Encryption Standard) - uses 56-bit keys
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Types of Encryption 2: Asymmetric

Types of Encryption 2: Asymmetric

Different keysto encrypt and decrypt (key pair)
* Onekey is published (the public key)

Other key is kept secret (the private key)
Avoids problems with key exchange

Examples:
* RSA - Patented, US Government-supported system
» PGP - “Pretty Good Privacy” - de facto standard

To understand public key cryptography, imagine the public key as apadlock, and the private
key asthe padlock'skey. Padlocks can generally be easily locked by anyone, but need akey to
unlock them. To encrypt amessage, the recipient sends out or publishestheir padlock, which
the sender snaps shut onto the box containing the message (ie encryptsit). The box can then
be sent to the recipient, who is able to unlock it with their key. The fundamental advantage
that this process has over simple symmetric encryption is that the private key never leaves
the recipient, thus solving any problems with key distribution or exchange.

Public Key Encryption/Decryption:
The process of sending an encrypted message is simple:
1. | create akey-pair and publish the public key to a public key-server
2. Youdownload my public key from the key-server, and use it to encrypt a message
3. You send this encrypted message (the ciphertext) to me
4. | use my private key to decrypt the message
As my private key is secret, only | can read the message

Note that you only need to create the key-pair once, which then effectively becomes your
“identity” when published to the key servers. Y our private key is additionally protected by a
passphrase, which you should take great care not to forget; the nature of PGP systems means
that if forgotten, the passphrase is not recoverable, and hence the key-pair is useless--leaving
any encrypted data completely unreadable.

Digital Signatures:

If the encryption/decryption procedure is reversed, the key-pair can be used to identify and
verify the sender of a message.
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Problems with Strong Cryptography

1. | usemy private key to sign a message
2. Anyone can check my signature against my public key
3. Message must be from me, as only | know private key

Digital signature may be combined with encryption, to give secure and authenticated data
exchange.

@ Further reading...
The Code Book (Singh 1999) has more detail on public key cryptography.

Problems with Strong Cryptography

“...encryption is one of very few powerful technologies that do not seem to
have adestructive downside.... About the worst it can do is protect criminals
from detection or keep shady electronic transactions secret.” Esther Dyson,
Release 2.0 (1997)

Dyson perhaps underestimates the fears that governments have regarding strong
cyptography, namely that criminalswill be able to communicate freely and securely without
fear of eavesdropping.

Inthe US, cryptographic software was regarded as “ munitions’ and its export was restricted
-- until recently, limitedin strength without special licence; though now exportableto “ trusted
countries’ only (i.e. not Libya, Irag, etc.). In Europe, the debate still ongoing, but the EU is
likely to sign up to similar multinational restriction agreements.

In UK, the new Regulation of Investigatory Powers (RIP) Act recently passed into law, giving
policing authorities new powers to demand decryption keys, and the right to intercept any
electronic communication; it may be used to force |SPs to keep records of their customers
accesses and communications.

Many consider the RIP Act to be one of the most invasive laws ever passed by a democratic
government. The section on surrendering decryption keys, for example, places severe
penalties on those refusing to reveal their key, whatever the reason - potentialy even if it
is just forgotten. This highlights the concern that many governments have over the use of

strong cryptography.

Key Strength

e measure of “unbreakability”
e 128-bit and 256-bit are most commonly used today
* some governments restrict use according to keystrength
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Problems with Strong Cryptography

Thekey strength of an encryption technology isan indication of how securely it protects data,
and hence how much you can trust its protection. |n considering any encryption software, the
key strength it uses will be a major factor affecting its overall usefulness. It is measured by
the length of the key used to encrypt the data:

» 40-bit - “export strength” - breakable within a few minutes given the best available
hardware

» 56-hit - US proposed “strong export” - breakable in about twenty hours
e 128-bit - US “domestic strength” - breakable in about athousand years

e 256-bit or more - unbreakable? At least, not in a feasible time with current levels of
computing power.

After thelifting of the export restrictions, most browsers now use high-strength technologies
(atleast 128-hit), thoughif you are using an older computer, you may have abrowser that uses
weaker security. Check your browser's capabilities by going to a secure server and examining
the page properties.

For some assymetric encryption methods, longer key lengthsare needed to provide equival ent
strength, so for RSA encryption, a 3072-bit key is equivalent to a 128-bit symmetric key..

For more statistics on cracking these encryption methods, and a chance to participate, see
http://ww. di stributed. net/, a project which harnesses your computer's idle
time to test the strength of encryption methods. in .

Key Escrow

A popular (with governments, that is) solution to the problem isto allow strong cryptography
on condition that the private keys are stored in a secure repository, accessible only to police
and government, and thus allowing surveillance.

There is strong opposition to thisidea, on the grounds that the repository (at a“trusted third
party”) may be hacked, compromising everyone's security, or that the system may be abused
in other ways.

See also Denning & Barlow in Ludlow (1996) on the “Clipper Chip debate” - an encryption
chip which allowed a*back-door” for surveillance. The arguments are similar.

There are al'so more general problems with the use of cryptography in everyday life. Mobile
phones depend on cyptographic algorithms to prevent people listening in - in fact, the DECT
system was recently cracked "', potentially allowing the wireless interception of household
calls. Similarly, aweak algorithm in a hardware locking system used widely in cars, garage
doors, and other remote entry systems, could potentially allow the development of a'universal
key' for those devices".

fSee[42] for afull discussion.
"As reported in slashdot [http://it.slashdot.org/article.pl 2si d=08%2F12%2F30%2F133222& from=rss], 30 Dec 2008.
"Eisenbarth et al. (2008) "Physical Cryptanalysisof K eel oq Code Hopping Applications’. ePrint [ http://eprint.iacr.org/2008/058]
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Computer Crime and Legidation

Computer Crime and Legislation

Where the Internet is concerned, legislation is often the weakest form of protection. Since
international boundaries are relatively meaningless, there are difficulties in defining the
jurisdiction of courts.

Computer Misuse

The Computer Misuse Act 1990 was designed to deter hackers -- see Ayres (1999).

There are several types of offence covered by this act, including:

Hacking. -- breaking into computer systems without authorisation
Cracking. -- breaking or removing copy-protection on software

Phreaking. -- exploring communications (esp. telephone) networks to gain free access,
callsor information

But with all computer misuse, the general rule is that prevention is better than cure--secure
computer systems, passwords and cryptography provide a better solution than after-the-event
laws and punishments, which should be considered only as alast resort.

6 Note
The term “hacker” can also mean just someone who programs in a particular

way, or who just enjoys tinkering with computers; in some circles I'd describe
myself asahacker, though | don't attempt to break into computer systems (except
my own!). Many hackers (in the legitimate sense) have campaigned for the term
“cracker” to be used universally for anyone involved in illegitimate activity
involving computers. | list the terms as above since that's how the Computer
Misuse Act defined them.

Hacking: types of attack

viruses - most common form of attack

denial of service attacks

trojans (or trojan horses)

brute-force and social engineering password attacks
port scanning and spoofing

phishing

ransomware
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Computer Misuse

Viruses

Easily transferred in emails or downloaded files
» May damage data on infected computer

» May alow privileged access to host

May flood the network with spurious data

o Staying safe...
Use avirus checker, and make sure you update it regularly.

Keep your system files and applications up to date (e.g. with Windows/Office
Update).

Phishing

Thisisamethod of luring an unsuspecting user into giving out their username and password
for a secure web resource, usualy a bank or credit card account. Ebay and PayPal are
particularly susceptible to this type of attack.

« usually achieved by creating awebsite identical to the secure site

* user is sent email requesting them to log in, and providing alink to the bogus site

» when user logsin, password is stored and used to access the account by the attacker
« difficult to guard against, particularly if ussing HTML email

Currently no law specifically against this, though some experts think this may come under
the Computer Misuse Act, and may also be testable under trademark laws (passing off as
another's web site).

Cryptovirus or RansomWare

A form of trojan that has been around since 1989 (asthe “PC CYBORG” trojan), thistype of
malware is becoming more common. It infectsthe target computer by encrypting the owner's
personal files. Thevictim isthen contacted and offered a key to decrypt the filesin exchange
for cash or valuable information (see [11]).

Whilst the effects of early variants of this type of virus were relatively easy to decrypt, the
latest sightings are more worrying, with more complex encryption algorithms and longer key
lengths being used. "

VThe Register, 24 July 2006 ht t p: / / www. t her egi st er. co. uk/ 2006/ 07/ 24/ r ansomnar e/
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Content Regulation

0 Note
See also the section on security [http://www.service.ex.ac.uk/cmit/modules/
the_internet/webct/ch06.ntml] in M1T2114/2214 “The Internet”, which also
looks at spyware and other forms of intrusion.

Content Regulation

* restriction of content entering country, domain or organisation
» motives need to be clear; blocking needs to be as objective as possible

» whereisthe line drawn between regulation and censorship?

Many people (especially governments) wish to have some method of restricting the
content of providers in both traditional and digital media. In May 1998, OFTEL (Office
of Telecommunications) expressed concerns over the difficulties of regulating the ever-
changing digital media, when it published evidence given to an inquiry by the Select
Committee on Culture, Mediaand Sport. A European Green Paper discussing these problems
was published in 1997.

Examples of Singapore, Australiaand China:
 Controlling and monitoring what is available to local users
» Restricting access to “undesirable” resources

* See, for example, EFA: Internet Censorship Laws in Australia [http://www.efa.org.au/
I ssues/Censor/censl.html]

Organisations and individuals are also often keen to restrict content (for example, the
university, schools, parents, etc.

Motivations for restricting content are varied - political, financial, mora - and the controls
are often extremely subjective (what isa“bad” website?).

See also Chapter 1, Education and Research.

Firewalls and Intranets

» mechanism for content regulation and data filtering

* can be used both ways:
* blocking unwanted traffic from entering the sub-network
 preventing subnet users use of unauthorised material/sites
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Privacy and Data Protection

Often, the best way to safeguard information isto fenceit in, using afirewall. Thisisaway
of organising acompany network so that all external traffic goes through a single computer,
which can act as afilter to prevent an unwanted flow of information. Everything behind the
firewall is protected from the outside world, the Internet at large, because the firewall host
prevents unwanted or unknown data packets from entering the internal network, often called
the intranet. Firewalls are often also used to prevent employees from accessing non-work-
related Internet resources, restricting them only to the resources available within theintranet,
or perhaps a predetermined selection of web sites.

The use of a personal firewall (such as ZoneAlarm [http://www.zonelabs.com/], or the
firewall built into Windows XP or Vista) on your own computer can often reveal unwanted
data movements in both directions. It works by checking all incoming and outgoing data
types, and reports anything unusual, which you can then allow (if you know what hasinitiated
it) or block (if you're not sure).

Privacy and Data Protection

* Do you value your persona data?
» Legidation to protect personal data
» Legidation to promote better accessto public data

You may not realise it, but your personal details are a valuable asset. In a world where
businesses are increasingly looking to target individuals more effectively, data about those
individualsisin demand. Buying and selling lists of email addresses and demographic details
is big business, and it's now common for companies to trade “free” software for personal
information. You should consider carefully what the company is likely to do with that
information before you giveit to them.

The Data Protection Acts

The concept of data protection exists mainly to protect an individual's personal data held by
a third party, and governs how that data can be stored and accessed. A typical example is
credit information used by banks and retailers to check an individual's credit-worthiness.

It's important to note that what is being protected is not the data itself, but the subject of the
data; theindividual. The data protection act givesthe individual the right to accesstheir data,
no matter where it is stored.

The original Data Protection Act of 1986 was designed to protect personal data stored
by companies and organisations from being misused. The 1998 Data Protection Act
strengthened this to conform to the European Data Directive. Details of the European Data
Protection Act can be found at the Europa [http://www.europa.eu/] website.

The UK Data Protection Registrar issuesguidelines covering thelaw in Britain, and including
the Data Protection Act 1998, which came into effect on 1 March 2000, and the Privacy
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Privacy and social networking

and Electronic Communications (EC Directive) Regulations 2003. See the Information
Commissioner's website [ http://www.ico.gov.uk/] for more information.

The University's Data Protection Officer has produced leaflets outlining your rights to
your data: for further information, see the University web pages on Data Protection [http://
as.exeter.ac.uk/library/about/special /recordsmanagement/dataprotection/].

The Freedom of Information Act 2000 also extends the rights of citizensto gain accessto the
operation and decision-making processes of all public bodies, including universities.

Privacy and social networking

» Personal information iswillingly divulged

We have little control over who has accessto it

It can be frighteningly persistent, yet seem ephemeral
» Could it come back to haunt us?

But perhaps the greatest threat to privacy is of our own making. We are happy to divulge
so much personal information now, in the interests of sharing experiences with friends and
family on Facebook, or upload videos and photographs of our children to Flickr or Y ouTube,
without thinking about the implications. Even something asinnocuous as sharing your family
tree online can have potential consequences (does your bank ask you for your mother's
maiden name as a "security” question?).

For example, the recent changes to Facebook's security policy were widely criticised, as
their 'simplification’ encouraged wider sharing and made it more difficult to control accessto
personal data’. It'sin theinterests of those running the site that you share as much information
as possible, so the defaults will always encourage sharing.

It'salso clear how much the social networking companies value your personal datawhen you
try to remove information. An art project in Italy (Seppukoo [http://www.seppukoo.com/])
encourages Facebook users to "commit virtual suicide" by unfriending all their contacts.
Upset by the implications of this, Facebook has blocked their IP addresses and sent a Cease
and Desist |etter to the organisers, requesting the removal of the site".

Of course, thereal conundrum of the Internet isthat information isboth ephemeral (appearing
and disappearing in an instant) and persistent (forever online, and copied to who-knows-
where). We're trusting unknown companies and individuals with our most personal details,
which may be used against usin the future.

Further reading

VBBC News [http:/news.bbc.co.uk/1/hi/8405334.stm], 10 Dec 2009
V'See articlein Daily Online Examiner [http://www.mediapost.com/publications/?fa=Articles.showArticle& art_aid=120004]
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Further reading

A good collection of articles detailing the opinions and all sidesin these issues can be found
in High Noon on the Electronic Frontier (Ludlow 1996), especialy parts| and I1. Although
these are rather dated, they still give insights into the mind of the computer criminal.

There is a more detailed discussion of privacy, with numerous case studies, in Database
Nation (Garfinkel 2000). Bruce Schneier has a blog [http://mww.schneier.com/blog/] which
is an excellent commentary on current security issues, and complements his books, Secrets
and Lies (2000) and Beyond Fear (2003).

For an overview of all aspectsof commercial cryptographic systems, there are some excellent
articles on the RSA [http://www.rsa.com/] and PGP [http://www.pgpi.org/] websites.

A number of government bodies issue guidelines on computer and internet misuse,
including Ofcom [http://www.ofcom.org.uk/], the DTI (e-security [http://www.dti.gov.uk/
industries/information_security] and e-communications [http://www.dti.gov.uk/industries/
ecommunications/]), etc.

Relevant legislation has been cited within the text, and is collected in the bibliography under
Acts of Parliament.

A number of journalsare availablein thisarea, including Computers and Security, Computer
Law and Security Report [Elsevier ScienceDirect [http://www.library.ex.ac.uk/electronic/]],
Journal of Information, Law and Technology [online [http://www2.warwick.ac.uk/fac/soc/
law/elj/jilt/]]
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Chapter 6. Intelligence and Ubiquity

Future trends in computing and the Internet
 |Intelligent computers?

e Autonomous agents?

e Cam technologies?

e Cyborg bodies?

What is Artificial Intelligence (Al)?

Any sufficiently advanced technology is indistinguishable from
magic.
—Arthur C. Clarke, “Profiles of The Future’, 1961

e Hard Al - using computers to mimic the brain, to understand its workings
» Soft Al - learning about computing from the way we think the brain may work

In reality, any use of computers that seemsto work in abrain-like way or exhibits properties
we associate with human intelligence. e.g.:

» Expert systems- logical, rule-based system that finds answers by asking a series of simple
questions; often used for diagnosis, fault-finding or problem solving.

» Heuristic systems- programsthat find answers by making 'intelligent guesses’; used where
calculating an answer would take too long or would need more evidence/data.

» Neural networks - software that emulates (very simply) the neural patterns of the brain;
able to exhibit learning after a period of training; used where sample datais available and
learning is required.
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Uses of Al on the Internet

Uses of Al on the Internet

Al in

Al tends to be used on the Internet for two distinct purposes:

e Technical: to automate the monitoring, routing and repair of the Internet
infrastructure

e Human-centred: to make the Internet easier to use by providing more humanistic
interfaces

Of these two domains, the technical realm is perhaps the most susceptible to benefit
from these advances. It's a restricted, fairly predictable and machine-readable area where
computers can accurately analyse the flow of information and respond to it.

The human domain is rather more tricky, for the most part. As humans, we are very good
at various tasks which are notoriously difficult for computers to grasp. For example, we are
excellent at analysing and recognising visua information, and we have a complex system of
language which tends to resist machine-recognition.

Whilst in the technical domain, the advances that are made are largley invisible, it's in the
human domain that the greatest impact of Al will occur.

Infrastructure

e Adaptive software
 used to route I P (Internet Protocol) traffic round troublespots
 used to limit bandwidth or prioritise traffic in busy periods
* used to track and kill viruses and hacker attacks
* Expert systems
 diagnose and repair network faults automatically
* guide human call-centre operatives in diagnosing faults

The highly networked infrastructure of the Internet closely resembles some of the classic
problems in mathematics, notably the Travelling Salesman Problem, which attemptsto find
the shortest route between a number of visited points in a network (of Internet routers, or
potential sales opportunities). As the number of visits and the size of the network grows,
it'sincreasingly difficult to calculate an exact strategy for the shortest route, as the possible
combinations become so immense.

So guesswork is needed, in the form of heurigtics, to create a “good enough” answer, and
thisiswhat happensin most I P routers.
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Al in Usability and Interaction

Al in

Similarly, software systemsoften depl oy expert systemswhere acomplex problem with many
variables needs to be solved. Expert systems work by questioning a human or machine, or
sensing conditions, according to asequence of prompts. Theresponseto each prompt changes
the behaviour of the system and causing differing sets of questions or conditions to be used.
The prompts and responses are said to capture the behaviour of an knowledgeable expert in
diagnosing problems.

Themost prevalent use now isin technical support call-centres, where the system of prompts

and responses generates a solution (in theory at least) without the operative needing expert
knowledge themselves.

Usability and Interaction

» Natural language interfaces (e.g. Ask Jeeves - www.ask.co.uk)
 Speech-based interfaces & voice recognition

» Automatic translation of web pages (e.g. Babelfish, or translate.google.com)

* Picture recognition and searching (e.g. www.google.co.uk/imghp, TinEye, etc.)
Expert systems - provide troubleshooting advice or subject specific diagnosis

The ability to handle the most natural way of interacting with each other, language and
speech, has proved difficult for interface designers to solve. Speech-based interfaces (both
for recognition and production of natural language) are till relatively limited. Screen readers
and text-to-speech applications still sound rather artificial and are prone to intonation and
emphasis errors, though speech recognition has improved, with the ability to parse unbroken
speech now fairly common, albeit still needing a training period to adapt to an individual's
voice pattern. Speech recognition is also widely used in simple command-based interfaces,
where there is a controlled vocabulary and arestricted set of possible commands expected.

Automatic tranglation is also still limited in accuracy, though most web search engines have
some capability to produce a rough draft of atranslation - enough to get the general sense
of the text in most cases.

There have been various attempts at using more intelligent techniques for searching and
categorising images, which is a surprisingly difficult task. Accurate recognition of the
contentsof apictureisstill alongway off, but there are applicationswhich allow searchesfor
'smilar' content with some degree of success. For example, TinEye's Reverse Image Search
[http://www.tineye.com/] looks for images that are based on one that you upload to it - good
for seeing where alogo has been used or modified. And Eyedlike [http://www.eyealike.com/
], Polar Rose [http://www.polarrose.com/] and Viewdle [http://www.viewdle.com/] all use
facial recognition softwareto ook for similar faces- apparently very popular on onlinedating
sites!
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Autonomous Agents, Crawlers and Bots

Autonomous Agents, Crawlers and Bots

 Software programs with “intelligence” to act autonomously

» May betrained to search for personal interests

* Many types, including cancelbots, mailbots, searchbots, etc.
More listed at the BotSpot [http://www.botspot.com/] website...

Most web search engines use robots (known as spiders or webcrawlers) to gather data for
their databases. There are other uses for robots too, in fact, you can download them and let
them do your searching for you.

In fact, there are agents in much everyday software, that exhibit some form of independent
behaviour in response to their surrounding. A basic agent behaviour is built into MS
Windows, for example, to respond to potentially problematic conditions such as lack of disk
space (in this case, the agent initiates a “disk cleanup” task.

Other uses are rather cleverer, such as bots that monitor web traffic and respond to potential
hazards (anti-virus and firewall), through to natural language interfaces which allow you to
use human language to give instructions to a program.

Bots and agents can aso be used in malware, to take over a computer and respond to
commands from an outside controller, perhaps capturing sensitive information or alowing
privileged access.

So what is an agent anyway?

» Autonomous. Agents operate without the direct intervention of humansor others,
and have some kind of control over their actions and internal state;

» Socially Reactive. Agentsperceivetheir environment, (which may bethephysical
world, auser viaagraphical user interface, a collection of other agents, the Internet,
or perhaps all of these combined), and respond in a timely fashion to changes that
occur init;

» Pro-active. Agents do not simply act in response to their environment, they are
able to exhibit goal-directed behaviour by taking the initiative.

From Wooldridge and Jennings (1995)

58


http://www.botspot.com/
http://www.botspot.com/

Agentsin Online Communities

Agents in Online Communities

* Widely used in MUDs, MOQOs and other online communities

» They can be librarians, direction finders, information gatherers and even gossips
» More recently, used
 Primitive robots are easy to program

Ken Schweller

* BuenaVistaUniversity, Storm Lake, lowa College Town MOO, created for the staff
& students of the Computer Science Dept.

» Developed a "user-programmable’ chatterbot (a "MrChat' style bot?), that could
easily be taught to interact with a particular personality or role.

Chatterbotswere devel oped to provide anatural languageinterface within arestricted domain
of knowledge - they can talk with some appearance of understanding within the limits of
their programmed “knowledge”.

The most famous, Eliza, emulates a Rogerian psychoanalyst, asking very reflective questions
and turning responses back onto the subject. A further development, A.L.1.C.E., waswritten
totry to passthe Turing Test, acrude measure of the effectiveness of an artificialy intelligent
entity (talk to a recent implementation at pandorabots.com [http://www.pandorabots.com/
pandora/tal k ?botid=f5d922d97e345aal]).

Lenny Foner and Julia

» Graduate student at MIT;
* Observed MUDders who tried to chat up Julia, a TinyMUD bot;

o Written upin hispaper What'san agent, anyway? (Foner 1993 [ http://www.ex.ac.uk/
cmit/modul es/cyberspace/Agents--Julia.pdf])

Foner's paper highlighted the fact that there are social and psychological considerations to
even the most primitive virtual communities, and that software programs can be used to
monitor and assist participants with some degree of “awareness’ of these considerations.
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Robots for Data Harvesting

The exceprts make insteresting reading, and it's quite clear that the male participant was
convinced by the bot's personality for aconsiderabletime - it's not clear whether Julia passed
the Turing Test, or he failed it!

Common sense?

» Real-world knowledge is the key to realistic interaction

» Because rea-world knowledge is difficult to program, current chatterbots use a
restricted domain, or use tactics such as changing the subject or saying something
provocative to keep conversation moving

Robots for Data Harvesting

» Agentsor Robots are also used to wander the web, cataloguing or collating statistics
» Usually called webcrawlers or harvesters
» Most search engines employ webcrawlers

» Often also used to gather personal data from the web, such as email addresses or
telephone numbers
 avoid placing persona data on the web if you don't like spam!

Robot Protocols

» Robot access can easily overload servers
* Robot Exclusion Protocol
» Gives guidance on acceptable behaviour

 Friendliness cannot be enforced easily

Raobots can cause damage by quickly and repeatedly accessing web files, causing the server to
overload. They can also become confused when accessing dynamically generated web pages,
such as databases, product catalogues and even web logs. The Robot Exclusion Protocol
allows sitesto offer guidance to robots, indicating what is “acceptable behaviour' on that site.
The site administrator provides hints (in afile called robots.txt) that show where robots will
have problems gathering data. Robots cannot be forced to follow certain behaviour patterns,
but it's good manners to program your bot to follow these protocols.
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Aside: Robot Ethics

Aside: Robot Ethics

» Asimov's Three Laws of Robotics

1. A robot may not injure ahuman being, or, through inaction, allow a human being
to come to harm.

2. A raobot must obey the orders given it by human beings except where such orders
would conflict with the First Law.

3. A robot must protect its own existence aslong as such protection does not conflict
with the First or Second Law.

Handbook of Robotics, 56th Edition, AD 2058, as quoted in Asimov (1942) |, Robot.

Some examples of current progress in robotics:

2008. Boston Dynamics Big Dog, Available at: http://www.youtube.com/watch?
v=W1czBcnX1Ww [Accessed March 1, 2010].

2009a. James May - Gemenoid Robot "clone" of its designer *HQ*, Available at: http://
www.youtube.com/watchv=XAO_DTeoVm8 [Accessed March 1, 2010].

2009b. KOBIAN: Emotional humanoid robot, Availableat: http://www.youtube.com/watch?
v=2FBUt336wWBI [Accessed March 1, 2010].

2008. Robots with a mind of their own, Available at: http://www.youtube.com/watch?
v=SkvpEfAPXn4 [Accessed March 1, 2010].

Al today and tomorrow

Today's Internet is already using Al technologiesto create afaster, safer, easier-to-use
environment.

Online retailers are using customer statistics to "guess your preferences and make
recommendations about other products you may like;

Search engines use agents to scour the web for new information;

Search engines use their statistics to create site ratings and make sure the most
popular sites are presented first in their results;

Search engines use statistical analysis to predict the things you're interested in and
to guess advertisers you're most likely to click onto.
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The Ubiquitous Computer

The Ubiquitous Computer

» Embedded computers already built into many objects
e Becoming more intelligent

» Becoming more connected (e.g. Bluetooth “personal area network)”

In the future, the Internet will become pervasive and ubiquitous, with even the smallest
devices connected together. Computers are aready embedded into many objects, and as
processing power increases and size decreases, these objects will be more intelligent and
more connected.

Wearable computers and intelligent clothing will talk to the devices you come into contact
with, and even set the correct programme on the washing machine! Rather than using your PC
or laptop to accessthe Internet, you'll use“Internet Appliances’ which have asingle purpose,
e.g. adedicated emailer (built into the collar of your jacket, perhaps?), an online shopping
appliance in the kitchen for the groceries, a fully interactive TV with video on demaind, a
car that avoids traffic jams, and emails the garage when it needs arepair or service.

Of course, this has a downside - we will always be connected, always locatable and never
“offling” - will our privacy suffer?

Calm Technology

» Proposed by Mark Weiser in early 90s

Technology recedesinto the background

Embedded devices reduce our need to learn interfaces

Move towards “information appliances’

Further reading: Mark Weiser'shomepageht t p: / / www. ubi . com wei ser/ ,and The
Invisible Computer, Norman (1998)
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Wearable Computers

Wearable Computers

» Deviceswill become more robust and embeddable
» Washable and wearable information devices soon possible
* Military applications are driving this technology

* MIT Media Lab a the forefront (http://ww. nmedia.mt.edu/
wear abl es/)

As the desire to create more pervasive applications for the Internet grows, hardware is
evolving too - into smaller, more durable and more flexible forms, that allow devicesto “go
anywhere”. Already, some retailers use intelligent tags to track clothing in their stores, both
before and after purchase, giving the possibility clothes that aert staff that their wearer is
aloyal customer.

Perhaps more interestingly, there is also the potential for our clothes to become part of our

The Cyborg Body

 Already use technology to replace/enhance senses
* e.g. hearing aids, spectacles

» Not too great aleap towards sensory augmentation
* e.g. night vision

» Some technologies already in use (implanted RFID, etc.)

The next stage in human evolution?

Marshall McLuhan's was the first to examine the idea of technology as an extension of our
senses, in Understanding Media: the extensions of man ([52]).
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Chapter 7. Cyberspace Philosophy

» Defining cyberspace
» Analysing the properties of cyberspace
 Predicting the effects of cyberspace

» on knowledge

 on ethics

 on our understanding of reality

What is Cyberspace?

The

Defining cyberspaceisreally amatter of context. For example, John Perry Barlow, afounder
of the Electronic Frontier Foundation, famously defined it as “... where you are when you
aretalking on the telephone.”. Others have defined it more narrowly, as the interactive space
that isused for all computer mediated communication, or even the space that the web resides
in. William Gibson, who coined the term in his Sci-fi novel Neuromancer (1984), suggested
it was a“ consensual hallucination”. Here, we'll take the broadest of views.

A common factor in almost all definitions of cyberspaceisthe sense of placethat they convey
- cyberspace is most definitely a place where you chat, explore, research and play.

Shape of Cyberspace

How can we discover the geography of the Internet? How does this geography alter our
perception of the real and virtual worlds?

Mathematical approaches

Sincethe Internet isreally just a set of interconnected points, it isreadily examined using the
formal techniques of topology or graph theory.

A common technique is to use Internet traffic diagnostics, such as the ping and tracer oute
commands to explore the structure of the nodes that connect to form the internet.
Webcrawlers (as used by search engines) can also explore and discover the underlying
network.

The resulting maps are a snapshot of the Internet'stopology at agive point intime, and aside
from being quite beautiful, also clearly illustrate the concentration of data paths at key points
inthe network, and the resilience of the Internet through its use of multiple pathways between
nodes.
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Approaches from Geography

Further reading: Opte.org [http://ww. opte. org/]; Internet Mapping Project
[t t p: // www. cheswi ck. conif ches/ map/].

Approaches from Geography

One of the most attractive methods of examining the structure of the Internet comes from
thefield of traditional cartography. Maps of the Internet can be made in many ways, such as
overlaying a physical map of the world with nodes and links, or taking a central node and
drawing network connections radiating out from this.

Further reading: CyberGeography.org [http://www.cybergeography.org/home.html]

The Death of Distance

The implementation of the Internet on a global scale has been a fundamental part of
the globalisation of industry and commerce. A similar revolution occurred with the first
intercontinental telegraph links, where there was suddenly the possibility of sending
information almost instantaneously in aworld where transatlantic travel still took weeks.

Many commentators have examined how our perception of the world's size and shape
has changed because of this, from Marshall McLuhan's “globa village” through to
Frances Cairncross coining the “death of distance” phrase to sum up the effects of instant
communication.

What we are beginning to realiseisthat the world (and in particular, human society) isaform
of network in itself, and one in which the degree of connectednessisincreasing rapidly with
the advent of theinternet. Therise of social networking sites such as Facebook and MySpace
have made this phenomenon so much more tangible.

For further reading, examine Milgram's “ Small World Problem”, which popularised the idea
of “six degrees of separation” (1967), and was more recently tested by Duncan J. Watts in
his book Sx Degrees. The BBC has also featured this topic, see Whitehouse (1999a).

New Geographies

Since cyberspace is not bound by physical laws and real-world constraints, we can be more
imaginitivein our use of spatial metaphorsfor onlineworlds. To some extent this has already
been seen in computer games, where multidimensional (i.e. more than three dimensions)
worlds, hyperspace jumps and wormholes become possible. Kant postulated that we are
bound to a three-dimensional world only by experience, and that there is no theoretical
problems with the existence of spaces of four, five, or more dimensions (Browne Garnett
Jr., 1965).

Cyberspace aso alows us to experience something close to a perfect world too - virtua
reality can model the world exactly, and create a place which is mathematically perfect, an
idea which looks back to the philosophy of Plato and hisidea forms (Heim 1993, p.8).
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Knowledge and the Internet

Knowledge and the Internet

What is Knowledge?

There has long been discussion on the nature of knowledge, and on the differences between
data, information, knowledge and wisdom. As we move into the information age, these
guestions will become more important. The reliability and usefulness of the information
around us, and the techniques we will need to master to discern this and filter out the signal
from the noise are al part of our philosophy of information.

Hyperlinks - meaningful and meaningless

Asan example, let'slook at the hyperlink. Hypertext links are both simple and complex. On
the surface, they merely provide areference to another online resource, which abrowser can
use to access that resource. But links can be used in many more ways than this simplicity
would suggest. They can point to small or large amounts of information (a glossary entry, or
awhole encyclopedia). They can reference local or remote resources. They can even be used
to add irony (the e-zine Suck [http://www.suck.comV] was the exemplar of this), or to add
meaning to an otherwise simple phrase. In effect, the link has become “arhetorical device
loaded with meaning.” (Shields 2000).

But the way the link appears does not necessarily indicate any of this - you have to click to
discover the role and meaning of the link.

Dreyfus argues that this presents a paradox. The hyperlink was created “to use the speed and
processing power of computers to relate a vast amount of information without needing to
understand it or impose any authoritarian or even generally accepted structure on it” (2001,
p.9), rather than for any purpose related to meaning or understanding.

Key readings. Dreyfus (2001, ch.1); Shields (2000); Landow (1997).

Transient and persistent

Information in cyberspace tends to be interactive, dynamic and temporary. Most web sites
arerestructured regularly, and their content changes often on adaily basis, which meansthat
whilst theinformation isup to date and fresh, it can be difficult toreturntoit and rediscover it.

Despite this, web information can also be surprisingly persistent. Controversial documents
that have been taken down from one website often appear in multiple mirrored locations.
Often, the chances of survival of a resource are primarily dependent upon the number of
people interested in the resource, often out of the control of the owner/webmaster.

There have been attempts at ensuring the core material of the web does not disappear
unnoticed. For example, the WayBack Machine [http://www.archive.org/] attempts to
archive a significant proportion of web information for future generations. But the most
successful and most widely used archive is the cache that some search engines store of the
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Memory and Findability

pages they have catalogued. Coupled with the power of the search engine, the cached copies
of websites can be startlingly persistent, again showing that information can live well beyond
its owner's control.

Further reading: Brown & Duguid (2000)

Memory and Findability

Another observation on the use of knowledge arises from the power of Google and other
search engines to find almost everything we need at the click of a button. There is no longer
a need to remember facts, we can just google them. We are only limited by the skill with
which we use the search engine, and how specific and trustworthy we need the answer to be.

It's clear that developing this type of “informational intelligence” is a much better strategy
in the long-term than memorising facts (especialy if you have as poor memory retention as
| have).

Further reading: Morville (2005)

Authority and the creation of canonical works

Oneof the casualties, perhaps, of thisearly stagein theinformation age, isthe canonical work,
the authoritative, quotable, stabletext that print publication inevitably tendsto produce. How
do we develop systems of classification, authority and structure that allow us to reference
online materials? And how do we cope with the transience that we discussed earlier with
respect to this referencing.

Again, search engines can help here, with Google keeping cached copies of many pages that
have long since disappeared, but thereislittle systematic archiving of useful material outside
of the organisations that are generating it.

Kleinberg (1999)

The Semantic Web

One attempt at imposing structure and metadata onto the web as it exists today involves
adding extra, meaningful, but invisibleinformation to each web resource, so that information-
processing applications such as Google can more effectively analyse and catalogue web
information. The Semantic Web [ http://mwww.w3.org/2001/sw/] isagroup organised by the
World Wide Web Consortium, of technologies and individual s that are attempting to do this.

At the core of the Semantic Web initiative is the creation of ontologies, which are structured
vocabularies of common terms and their relationships, and which alow a measure of
interoperability between different web applications.

At the grassroots level, there is aso a strong movement towards reusing and “ repurposing”
datathat is available on the Internet (often called mashups. For example, data available from
Google Maps can be combined with datafrom atel ephone directory to create amore semantic
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Cyberspace and Responsibility

map, which providesinformation such as contact details. If combined with businesswebsites,
there's the possiblity of mapping which has a very rich set of information associated with
each location. See, for example, Flickr maps[ht t p: / / www. f | i ckr. com map/ ] where
mapping information is applied to photographs.

Cyberspace and Responsibility

The prevalence and speed of communications technologies are giving rise to a number of
ethical dilemmas which philosophers are beginning to puzzle over, asthey try to understand
the new information landscape.

Many centre around issues of access. For some societies, alack of access to information is
a generational problem; the use of ICTs needs to be learned, and as ICT is integratesd into
schools, the problems will disappear over time.

More often, availability of access is more linked to availibility of resources and wealth in
genera. Thedigital divideisoften referred to asaresource problem, and in many third world
countries

Being a Good Cybercitizen
Key reading: Graham (1999).

Is cyberspace really a space?

What are its distinctive characteristics? John Perry Barlow, former lyricist for the Grateful
Dead and now a respected voice on the implications of technology, suggested that
“Cyberspace is where your money is’.

In his groundbreaking novel Neuromancer, author William Gibson laid the foundation of
thought about cyberspace as a space separate from the physical world:

Cyberspace. A consensua hallucination experienced daily by billions of
legitimate operators, in every nation, by children being taught mathematical
concepts . . . A graphic representation of data abstracted from the banks of
every computer in the human system. Unthinkable complexity. Linesof light
ranged in the nonspace of the mind, clusters and constellations of data. Like
city lights, receding...

—William Gibson, Neuromancer (1984).

Gibson'sview of cyberspace, seen from atime beforethe Internet waswell known, isof adata
space where information is represented as shapes and forms that can be navigated through.
We havealittle way to go before this navigabl e space with its strong spatial metaphors can be
realised for the ordinary Internet user, but progressin virtual reality technologies has shown
that it will be possible.

In the film The Matrix, cyberspace is an escape from redlity, a creation which gives
participants a semblance of normality and protects its inhabitants from the truth of how the
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world redly is. It's a place where amost everyone plays according to the rules because they
believe that cyberspaceisreal, but where the realisation that the matrix isjust software frees
an inhabitant to do “impossible’ things, to subvert the rules (of society, of physics, etc.). The
Matrix seems real because the mgjority believeit to bereal.

To some extent, we already have navigable spaces on the Internet. The World WideWebisa
“gpace” in the sense that we move through it and are able to explore and map its contours and
boundaries. Efforts are being made to construct a geography of this new space, examining
the pathways taken by data and the structures of the web sites themselves.

But the Web is a highly abstract space, and usually gives us no sense of place. MUDs and
MOQOs, on the other hand, are specifically constructed to have the characteristics of place, in
order to make the virtual space more “real” and familiar.

Clay Shirky suggests that their social nature was an accidental side-effect of the games
culture, and had to evolve rather than being deliberately planned and created:

Had the developers of the original MUD set out to create a purely social
arena like LambdaM OO, they would have failed. Ideas, both cultural and
computational, about social organization of electronic spaces were too
embryonicin the late 70s; any such attempt would have bogged down in the
details. By starting with agame and letting it devel op from there, placeslike
LambdaM OO have been able to organize organically.

—Clay Shirky (web reference now unavailable)

Margaret Wertheim (1999) draws parallels with the spiritual realms so predominant in the
medieval period, and argues that cyberspace is directly analagous to these 'other spaces.

As with the medievals, we in the technologically charged West on the eve
of the twenty-first century increasingly contend with a two-phase redlity.
—(Wertheim 1999:228)

She believes that both the spiritual world of Dante and the information space of cyberspace
arerea in ametaphysical sense

Despite its lack of physicality, cyberspace is a rea place. | am there--
whatever this statement may ultimately turn out to mean.
—(Wertheim 1999:229)

Sherry Turkle (1995) talks of the way that our "being' in cyberspace can beradically different
to our physical being; a way to explore the identities we'd like to have. This creation of
multiple identities can significantly help some people suffering from some mental illnesses,
or even just shyness.

Gordon Graham (1999) examines cyberspace as a ‘radically new' technology, commenting
that

If 'being' in cyberspace is anew kind of being, distinct from but nonetheless
just as metaphysically substantive as “being' in the flesh for instance, then
there can belittle doubt that the Internet isindeed aradically new technology.
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—(Graham 1999:24)

To some, the future appears to be rather bleak given the possibilities for abuse and
infringement of civil liberties that cyberspace seemsto offer:

..thereisevery potential, if we are not careful, for cyberspace to belesslike
Heaven, and more like Hell.
—(Wertheim 1999:298)

though it's my opinion that, if we address the problems outlined in this module trhough
education, technology and democratic governance of the Internet, we have the chance to
build a more utopian global society than is possible in red life.
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Chapter 8. The Future of Cyberspace

The Internet as a Technological
Revolution

* |sthe Internet revolutionary, or merely another progressive step?
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Glossary of Terms

Content Filter

Digital Edition

eXtensible
Language

Markup

FLOSS

Local Mirror

Metalanguage

SGML

Walled Garden

XHTML

XML

A piece of network software or hardware that analyses the Internet
traffic passing through it, and which rejects or blocks any traffic
containing unapproved words, phrases or URLS.

A digitised copy of a document, book, manuscript or other artifact.
Many digital editions are made available for public use, to allow easy
access to rare or fragile resources.

XML is the successor to SGML, and is the metalanguage of most of
thelatest generation of markup languages, such as XHTML, DocBook,
TEI, etc. It is much stricter than SGML with its syntax, which makes
it much easier for computers to read documents created with it.

Seehttp://ww. w3. or g/ XM/ .

“Free/Libre Open Source Software”, or just “Open Source Software”
describes a type of software written by individuals or a community
that is released for free use and adaptation into the community at
large. The 'free’ here is more akin to freedom of expression (hence
the qualification, 'Libre), rather than referring necessarily to alack of
financial recompense, though much of FLOSS is distributed free-of-
charge too.

A smple method of restricting access to the Internet, sometimes used
by schools, where web pages or sites of interest are copied to alocal
web server on the school's intranet (local network).

A language to describe other languages. SGML is the metalanguage
that is used to define HTML. Terms such as verb, noun, adjective
are al metalanguage terms used to describe English and other human
languages.

Standard Generalized Markup Language

A method of alowing restricted access to the Internet, often used in
schools. The connection to the Internet backbone permits access only
to known “safe” or approved sites, by blocking Internet traffic to all
other sites.

A more modern version of HTML written using XML.
Seehttp://ww. w3. org/ TR/ xhtm 1/ .

See eXtensible Markup Language.
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Doeumenrtation

These notes were prepared in DocBook XML, using the <oXygen/> XML editing suite. They were
transformed with the DocBook XSL Stylesheets, to XHTML using XSL TProc, and to PDF using Saxon

and Fop.
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